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Using XOR operations to reduce variations in the
transmission time of CAN messages: A pilot study

Mouaaz Nahas and Michael J. Pont

Embedded Systems Laboratory,
University of Leicester, University Road, Leicester LE1 7RH, UK

Abstract
Nolte and colleagues (e.g. Nolte et al. Proc. of the 8th IEEE Real-Time and Embedded Technology
and Applications Symposium, San Jose, California. 2002) have described an approach which aims
to reduce the impact of bit stuffing in networks employing the Controller Area Network (CAN)
protocol. In this paper, we explore the impact of the Nolte technique on a set of general - random —
CAN data and show that, as expected, the reduction in the level of bit stuffing is minimal. We go
on to describe techniques for selectively applying the Nolte approach on a frame-by-frame or byte-
by-byte basis to these random data. Using a case study, we then illustrate that a selective (byte-
based) application of the Nolte approach has the potential to significantly reduce the level of bit
stuffing in practical applications without requiring a large increase in CPU or memory

requirements.
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1. Introduction

The Controller Area Network (CAN) protocol is widely used in low-cost embedded systems (Farsi
and Barbosa, 2000; Fredriksson, 1994; Thomesse, 1998; Sevillano et al., 1998). The CAN protocol
was introduced by Robert Bosch GmbH in the 1980s (Bosch, 1991). Although originally designed
for automotive applications, CAN is now being used in process control and many other industrial
areas (Farsi and Barbosa, 2000; Fredriksson, 1994; Thomesse, 1998; Sevillano et al., 1998; Pazul,
1999; Zuberi and Shin, 1995; Misbahuddin and Al-Holou, 2003). As a consequence of its
popularity and widespread use, most modern microcontroller families now include one or more
members with on-chip hardware support for this protocol (e.g. Siemens, 1997; Infineon, 2000;
Philips, 2004).

The bit representation used by CAN is "Non Return to Zero” (NRZ) coding. If (for example) two
CAN controllers are linked, then their clocks are synchronised by means of the data edges. As a
consequence, a CAN message contained a long sequence of identical bits, the clock in the CAN
receiver may drift, with the consequent risk of message corruption (Farsi et al., 2000). To eliminate
the possibility of such a scenario, CAN incorporates a “bit stuffing” mechanism — at the physical
layer - which operates as follows: when five identical bits (e.g. five 0s) have been transmitted on the
bus, a bit of the opposite polarity is “stuffed” (transmitted) by the sender controller afterwards. The
receiver controller follows the reverse protocol and removes the stuffed bit, thereby restoring the

original data stream.

Whilst providing an effective mechanism for clock synchronization in the CAN hardware, the bit-
stuffing mechanism causes the frame length to become (in part) a complex function of the data
contents. It is useful to understand the level of bit stuffing that this process may induce. When
using (for example) 8-byte data and standard CAN identifiers, the minimum message length will be
111 bits (without bit stuffing) and the maximum message length will be 135 bits (with the worst-
case level of bit stuffing): see Nolte (2001) for details. At the maximum CAN baud rate (1

Mbit/sec), this translates to a possible variation in message lengths of 24 ps.

Once transmission starts, a CAN message cannot be interrupted, and the variation in transmission
times therefore has the potential to have a significant impact on the real-time behaviour of systems
employing this protocol. One key impact can be on system jitter behaviour: for example, Matheson
(2004) suggests that jitter values between 1 ps and 120 us can be expected for CAN-based
networks. The presence of significant jitter can have a detrimental impact on the performance of



many distributed embedded systems. For example, Cottet and David (1999) show that — during
data acquisition tasks — jitter rates of 10% or more can introduce errors which are so significant that
any subsequent interpretation of the sampled signal may be rendered meaningless. Similarly Jerri
(1977) has discussed the serious impact of jitter on applications such as spectrum analysis and
filtering.

Various studies have been carried out to explore ways of synchronising clocks in CAN-based
networks. For example, Rodrigues et al (1998) describe a fault-tolerant clock-synchronisation
algorithm for CAN. The algorithm is based on a posteriori agreement (Verissimo and Rodrigues,
1992) and can offer a precision of 100 ps if the clock is synchronised once every 45 sec. An
alternative approach is described by Nolte et al. (2001 and 2002). For example, Nolte et al. (2002)
present a technique — based on encoding of the data transmitted on the CAN bus - in which the
worst-case number of stuff-bits in a CAN message is reduced from 17 to 4, with a corresponding

reduction in message-length variations.

In this paper, we begin by considering the results from the Nolte studies (Nolte et al 2001 and Nolte
et al 2002). We seek to demonstrate that — while providing a significant jitter reduction for the data
set considered in Nolte’s papers — the jitter reduction obtained is much less significant when a
completely general (random) data set is considered. We go on to describe techniques for selectively
applying the Nolte approach on a frame-by-frame or byte-by-byte basis. Using a case study, we
seek to demonstrate that a selective (byte-based) application of the Nolte approach has the potential
to significantly reduce the level of bit stuffing in practical applications without requiring a large

increase in CPU or memory requirements.

We begin the main body of this paper by describing the Nolte approach.

2. The Nolte approach
By analyzing 25000 CAN frames from an automotive system, Nolte et al. (2001) found that the

probability of having a bit value of 1 (or 0) in the data section was not 50%. More specifically, they
observed that the probability of having consecutive bits of the same polarity was high, and that -
therefore - the number of stuff bits is higher than would be expected with random data.

To reduce the number of stuff-bits inserted by the CAN protocol, Nolte suggested a simple
encoding scheme based on an XOR operation. In this scheme, the data section of each CAN frame
is XOR-ed with the bit-pattern 101010... (See Nolte et al., 2001 and Nolte et al., 2002 for more



details). At the receiving end, the same bit operation is applied again, to extract the original data

(see Figure 1).

Original frame: 000000111110011000000111 ...
XOR with bit-mask: 101010101010101010101010 ...
Transmitted frame: 101010010100110010101101 ...

Figure 1: Encoding process for Nolte method.

3. Impact of the Nolte method on a random CAN traffic

As noted in Section 2, Nolte proposed the application of an XOR transform to reduce levels of bit
stuffing in frames which were — in his application area — found to contain long sequences of
identical bits.

In a more general case, the data transmitted may not have the same characteristics. Indeed, if we
model a completely general CAN message using random data, then we would not expect to see a
significant reduction in the level of bit-stuffing if the Nolte (XOR) transform is applied. To

illustrate this, we created 10 million pseudo-random data frames, each with eight data bytes. The

results from a simple analysis of these data are presented in Table 1.

Table 1: Results from Nolte technique applied to random CAN frames.

No. of frames Maximum Average
exposed to CAN bit | number of stuff- number of
stuffing bit stuff-bit
8,932,166 10 2.27

Table 1 shows that — of the 10,000,000 frames - a total of 8,932,166 (around 89%) would be subject
to CAN bit stuffing. In this data set, the maximum number of stuff bits (for any frame) was 10 and

the average number of stuff bits (across all frames) was 2.27.

Table 2 then illustrates what happens if we apply the Nolte approach to all of the frames in the data

set: for ease of later reference, we will refer to this approach as “Nolte A”.



Table 2: Results from Nolte technique applied to random CAN frames (Nolte A)

Bit-stuffed Maximum. stuff | Average stuff Reduction in Reduction in Reduction in
frames bits bits frames max bits average bits
8,931,642 10 2.27 0.006% 0% 0%

In Table 2, “Reduction in frames” shows the reduction in the number of frames which are subject to
bit stuffing after Nolte A is applied: in this case, the result is small (0.006%). Similarly, the
reductions in the maximum number of stuff bits (0%) and the average number of stuff bits (0%) are
also small. Overall, we can conclude that Nolte A is having a minimal impact on the level of bit

stuffing for the random data.

Table 3 shows the results obtained in response to an alternative application of the Nolte approach
(which we will call “Nolte B”). This table uses the same data set used in Table 2. This time,
however, the frames are tested individually before Nolte is applied: in situations where — for the
whole frame — bit stuffing will not occur, the frame is transmitted unaltered. Only where bit-
stuffing will be applied (to the “raw” frame) is the frame subject to an XOR transform.

Table 3: Results from Nolte technique applied to random CAN frames (Nolte B)

Bit-stuffed Maximum. stuff | Average stuff Reduction in Reduction in Reduction in
frames bits bits frames max bits average bits
7,927,015 10 2.22 11.25% 0% 2.2%

In this case, we note that “Reduction in frames” and reduction in the average number of stuff bits
are larger after Nolte B is applied. However, no reduction is obtained in the maximum number of
stuff bits.

Table 4 shows the results obtained in response to a third implementation of the Nolte approach
(which we will call “Nolte C”). This table again uses the same data set. This time, however, each
byte of data in each frame is tested individually before Nolte is applied: in situations where — for the
byte — bit stuffing will not occur, the byte is transmitted unaltered. Only where bit-stuffing will be
applied is the byte subject to an XOR transform.



Table 4: Results from Nolte technique applied to random CAN frames (Nolte C)

Bit-stuffed Maximum. stuff | Average stuff Reduction in Reduction in Reduction in
frames bits bits frames max bits average bits
5,638,654 6 1.39 36.87% 40% 38.77%

In this case, we note that, against all the measures made here, there has been a reduction in the level
of bit stuffing. In this case, the “Reduction in frames” is approximately 37%. The reductions in the

maximum and average number of stuff bits are at similar levels.

4. Case study: Practical application of the selective Nolte methods

From the small study described in Section 3, we note that XOR transform suggested by Nolte has —
as expected - little impact on the random data set. However, by applying Nolte’s transform

selectively (when required) we can significantly reduce the level of bit stuffing.

Of course, the study outlined in Section 2 was highly artificial, and took no account of — for
example — the need to transmit information about the encoding process to the receiver, to allow
successful decoding of the data stream. In this section, we present a small case study in which the
selective Nolte methods (outlined in Section 3) are incorporated in an existing network protocol.

4.1 Shared-clock (S-C) protocol

The “shared-clock” (S-C) architecture (Pont, 2001) operates as follows (see Figure 2). On the
Master node, a conventional (co-operative or hybrid) scheduler executes and the scheduler is driven
by periodic interrupts generated from an on-chip timer. On the Slave nodes, a very similar
scheduler operates. However, on the Slaves, no timer is used: instead, the Slave scheduler is driven

by interrupts generated through the arrival of messages sent from the Master node.

Slave 2

Slave 1 ]

Master
Acknowledgement

Acknowledgement
~«——— message

<——— message

Acknowledgement
<«—— message

— Tick messages (from master to slaves)

Figure 2: Simple architecture of CAN-based shared-clock (S-C) scheduler.




The S-C architecture provides an effective platform to try out the selective Nolte transforms
because — when using such an architecture - there will be jitter in the timing of tasks on the Slave
nodes if there is any variation in the time taken to send “tick” messages between the Master and the
Slaves: such a variation in transmission times can arise due to CAN-based bit stuffing. Figure 3
below shows the impact on the Slave tick timing.

t T+ 4 T-) b Stave ticks it jiter)

F 3 Fy &
Tick Tick Tick
message mess age message

Time
T T T T T Master ticks

Figure 3: Impact of frame length on the Slave tick in the S-C system.

4.2 Applying the Nolte transforms in S-C architectures

We describe how the selective Nolte methods were incorporated in the S-C architecture in this

section.

a) Network architecture

The test platform used in this study had two nodes: one Master and one Slave. Each node was
based on a Phytec board, supporting a (16-bit) C167 microcontroller. The oscillator frequency was
20 MHz. For this implementation, we ported the 8051 design from (Pont, 2001) to the C16x
family. The Keil C166 compiler was used (Keil Software, 1998). The network nodes were

connected using a twisted-pair CAN link. The CAN baudrate was 1 Mbit/sec.

Note that, while 8-byte “Tick” messages were used, one byte was reserved for the Slave ID (see

Pont, 2001): thus, in the studies considered here, up to 7 bytes of real data were transmitted.

b) Nolte A
In this method we XOR-ed every byte of the CAN data message (apart from the Slave ID) with the
bit pattern 10101010. In this method the maximum data bandwidth of eight bytes can be used.

c) Nolte B
In this method, we check each CAN frame and — if a sequence of five identical bits is detected - we
XOR the whole frame with the bit mask (10101010 ...).



To allow decoding, we need only one bit to indicate whether the frame is masked or not. To make
best use of the available bandwidth, we used one bit in Byte 1 (which otherwise contains the Slave
ID) to store the masking information. Appropriate coding schemes were used to ensure that the bit
stuffing was not introduced in the Slave ID byte (see Figure 4).

Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7 Bit 8
Slave ID Slave ID | Masking | SlavelD | SlaveID | Slave ID | Slave ID Slave ID
info
0 0 lor0 0 0 0 1 0

Figure 4: Layout for Byte 1 in Nolte B
d) Nolte C
In this method, we check the CAN frame on byte-by-byte basis, and once a byte contains a

sequence of five identical bits is detected, this particular byte will be masked using Nolte bit-mask.

To hold the masking information, we require 1 bit per byte of data. In this case, we chose to use 6
bytes for data, and therefore needed six bits. However, it was necessary to ensure that these 6 bits
did not themselves introduce bit stuffing. We therefore (as with Nolte B) stored one bit of the
Slave-ID byte to store decoding information, along with 5 bits (and appropriate padding) in the last
CAN data byte (see Figure 5 - Figure 7).

Byte 1 Byte 2 Byte 7 Byte 8
Slave ID + one Actual data Masking info
bit for masking

info

Figure 5: Layout for data field in Nolte C

Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7 Bit 8
Adjustable | Relevant | Relevant | Relevant | Adjustable | Relevant | Relevant | Adjustable
based on to data to data to data based on to data to data based on
the last bit byte 2 byte 3 byte 4 the last bit byte 6 byte 7 the last bit

Figure 6: Layout for Byte 8 in Nolte C



Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7 Bit 8

Slave ID | Slave ID Relevant Slave ID Slave ID Slave ID Slave ID Slave ID
to data
byte 5

Figure 7: Layout for Byte 1 in Nolte C

For example, if Byte 8 equals to: 01010110 and Byte 1 equals to: 00100010, the receiving node will
know that bytes 2, 4, 5, 6 and 7 were masked (Slave 1D was again selected with extra care to avoid

exposure to bit-stuffing: see Figure 4).

4.3 Jitter measurement methodology

In this study, we wished to measure the differences between the start time of “Task A” on the
Master (the only task running on this node), and the start time of “Task B” on the Slave (the first of

ten tasks running on this node) .

To make these measurements, a pin on the Master node was set “high” (for a short period) at the
start of the Task A. Similarly, a pin on the Slave was set low at the start of Task B. The signals
from these two pins were then AND-ed (using an 74LS08N chip: Texas Instruments, 2004), to give

a pulse stream illustrated in Figure 8.

From Master

From Slave

Output pulses
—> -« —> —> «—
1% transmission 2" transmission 3" transmission

period period period

Figure 8: Method used to measure the transmission time in the CAN system.

In each set of results presented in this paper, 50,000 pulse widths (that is, the durations of 50,000
message transmissions) were measured using the data set described in Section 4.4. In each case, the
width of the pulses was measured using a National Instruments data acquisition card ‘NI PCI-
6035E’ (National Instruments, 2004), used in conjunction with appropriate LabVIEW software
(v7.1: LabVIEW, 2004). The maximum, minimum and average message transmission times are

reported.

The measured jitter in this case represents the jitter introduced by both the node-to-node communications and the
scheduler. However, the scheduler we used here had “reduced jitter” (see Nahas et al., 2004).



To assess the jitter levels, we also report the average jitter and the difference jitter. The difference
jitter was obtained by subtracting the best-case (minimum) transmission time from the worst-case
(maximum) transmission time from the measurements in the sample set. The average jitter is

represented by the standard deviation in the measure of average message transmission time.

4.4 Data set

These CAN messages used in this study were created from a total of 40,000 pseudo-random bytes
of data which were produced using a desktop C program. Each of the studies discussed in this
paper used an identical data set as the basis of its CAN messages. To support a larger (on going)

study, the complete data set was split into five sets, each containing 8,000 bytes.

In each experiment described here, one of the five data sets was stored in an array in the Master
node, allowing the generation of up to 1,000 “random” CAN frames. We sent each of these frames
ten times and measured the results (that is, we sent 10,000 messages). We repeated each of these
studies five times, using a different data set in each case. In total, therefore, 50,000 messages were

transmitted (and measured) in each study.

4.5 Task jitter from the three methods of Nolte on a S-C design
To provide a meaningful comparison, we measured the jitter for the following protocols:

Original data without masking (with 8 data bytes’ in CAN message)
Original data without masking (7 data bytes)

Nolte A (8 data bytes)

Nolte A (7 data bytes)

Nolte B (8 data bytes)

Nolte B (7 data bytes)

Nolte C (7 data bytes®)

N o a ~ w nh e

The results from all methods are shown in Table 5 and Table 6, and then compared in Figure 9.

Note that all values are in microseconds and presented at the maximum CAN baudrate (1 Mbit/s).

" In each case, the “data bytes” include the Slave ID (byte) used in the S-C protocol. Thus, when we — for example -
transmit “8 data bytes” we are sending 7 bytes of “real” user data plus 1 byte of Slave ID: see Section 4.2 and Pont
(2001).

*In the case of Nolte C, we transmit 8 bytes of CAN data. However, 1 byte is required to store the decoding
information so that only 6 bytes of “real” user data are transmitted, plus 1 byte for the Slave ID. For comparison
with the other methods, we view this as a “7-byte” method.



Table 5: Results from 8-byte methods.

Original | Nolte A | Nolte B | Nolte C
Min transmission time 167.4 167.4 167.9
Max transmission time 177.6 177.5 177.9
Average transmission time | 171.7 171.6 171.8
Difference jitter 10.2 10.1 10
Average jitter 15 1.4 15
Table 6: Results from 7-byte methods.
Original | Nolte A | Nolte B | Nolte C
Min transmission time 157.5 157.4 157.8 165
Max transmission time 166.6 166.4 166.9 172.1
Average transmission time | 160.4 160.6 161 167.1
Difference jitter 9.1 9 9.1 7.1
Average jitter 14 1.3 14 1.2
11
10
9 4 |
% 81
2
= 7 1+
L
E 6 [ 8 bytes CAN frame
§ 5 | 7 bytes CAN frame
(O]
5 41
=
a 31
2 i
1 i
0
Original Nolte A Nolte B Nolte C

Figure 9: Jitter levels from all methods described above.

From the tables and graph, we can see that the jitter levels were not improved by applying the
Nolte A or Nolte B methods on the random CAN data. However, the Nolte C method did help to
substantially reduce the impact of CAN bit stuffing. The minimum level of (difference) jitter

measured here was approximately 7 us, compared to a figure of 9-10 us with the original (raw)

data.




4.6 Memory and CPU requirements

In many embedded designs, memory and CPU resources are limited. It is therefore important to

understand the cost (in terms of resource requirements) of implementing these methods.
For each method, the average duration of the encoding and decoding processes was measured in

hardware using LabVIEW measurement tools. For each case, 1000 samples were recorded and then

averaged to give the values presented in Table 7.

Table 7: CPU load imposed by the three methods of Nolte technique.

Encoding process Decoding process
(ms) (ms)
Nolte A 0.0158 0.0157
Nolte B 0.2457 0.0144
Nolte C 0.2896 0.0218

From the values shown in the table, the Nolte C encoding scheme required a CPU overhead of

approximately 0.3 ms on this hardware platform.

The data and code memory requirements for all methods considered here are shown in Table 8.

Table 8: Memory requirements for all methods described here.

Master Slave
Data ROM RAM ROM RAM
(Bytes) (Bytes) (Bytes) (Bytes) (Bytes)

Original 8 1610 32 1590 108
7 1582 31 1574 106

Nolte A 8 1632 32 1616 108
7 1608 31 1596 106

Nolte B 8 1986 40 1632 108
7 1962 39 1612 106

Nolte C 7 1854 35 1650 108

As a summary, to implement Nolte C on a C167 microcontroller, we required an extra 4 data bytes
(RAM) and 272 code bytes (ROM) for the encoding process. The decoding process required no
extra data bytes and 76 extra code bytes. To put these figures in context, each C167 processor used
in this study has 2 kbytes of on-chip RAM and 32 kbytes of on-chip ROM (Infineon, 2000).



5. Discussion and conclusion

In this paper, we have explored the impact of the techniques proposed by Nolte et al. on a set of
general - random — CAN data and shown that, as expected, the reduction in the level of bit stuffing
is minimal. We then described techniques for selectively applying the Nolte approach on a frame-
by-frame (“Nolte B”) or byte-by-byte (“Nolte C”) basis to these random data. In a case study —
using 7 bytes of random data — we showed that the overall reduction in jitter (arising from bit

stuffing) was approximately 22% when Nolte C was applied.

The CPU and memory load imposed by all methods used in this study were also considered.
Examining the results presented in Section 4.6, we can see that the modifications to the original
Nolte method have resulted in a comparatively small increase in CPU and memory requirements.
However, a CAN bandwidth reduction of 12.5% (as a result of the need to transmit encoding
information with each message) must also be taken into account when deciding whether to employ

these techniques.

Finally, we note that other approaches can also be used to reduce variations in the transmission
times of CAN messages: for example, in a recent study, we explored the effectiveness of "software"

bit stuffing as an alternative solution (see Nahas et al., 2005, for further details).
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Using “planned pre-emption” to reduce levels of task jitter

in a time-triggered hybrid scheduler
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Abstract

This paper is concerned with the production of embedded systems with minimal resource
requirements and highly predictable patterns of behaviour. Our particular concern is with
levels of jitter in the start times of the pre-emptive task in systems implemented using a
“time-triggered hybrid” (TTH) software architecture. We introduce a technique - “planned
pre-emption” — which is intended to reduce this jitter level. We go on to present results from
an initial study which suggest that the use of planned pre-emption can reduce jitter in the pre-
emptive task by a factor of 5 (or more), when compared to the original TTH architecture.
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1. Introduction

This paper is concerned with the scheduling of tasks in low-cost embedded systems where
predictable behaviour is a key design consideration. In such systems, the possible scheduling
options may be distinguished by considering the manner in which the execution of tasks is
triggered. For example, if all the tasks are invoked by aperiodic events (typically
implemented as hardware interrupts) the system may be described as ‘event triggered’
(Nissanke, 1997). Alternatively, if all the tasks are invoked periodically (say every 10 ms),
under the control of a timer, then the system may be described as ‘time triggered’ (Kopetz,
1997). The nature of the tasks themselves is also significant. If the tasks, once invoked, can
pre-empt (or interrupt) other tasks, then the system is said to be ‘pre-emptive’; if tasks cannot

be interrupted, the system is said to be co-operative (or “non-preemptive”).

When compared to pre-emptive schedulers, co-operative schedulers have a number of
desirable features, particularly for use in safety-related systems (Allworth, 1981; Ward, 1991,
Nissanke, 1997; Bate, 2000). For example, Bate (2000) identifies the following four
advantages of co-operative scheduling: [1] The scheduler is simpler; [2] The overheads are
reduced; [3] Testing is easier; [4] Certification authorities tend to support this form of

scheduling.

One of the simplest implementations of a co-operative scheduler is a cyclic executive (e.g.
see Baker and Shaw, 1989; Locke, 1992): this is one form of time triggered, co-operative
(TTC), architecture. Provided that an appropriate implementation is used TTC architectures
are a good match for a wide range of applications. For example, we have previously
described in detail how these techniques can be applied in various automotive applications
(e.g. Short and Pont, 2005; Ayavoo et al., 2004), a wireless (ECG) monitoring system
(Phatrapornnant and Pont, in press), various control applications (e.g. Bautista et al., 2005;
Edwards et al., 2004; Key et al., 2004), and in data acquisition systems, washing-machine

control and monitoring of liquid flow rates (Pont, 2002).

Despite having many excellent characteristics, a TTC solution will not always be appropriate.
The main problem with this architecture is that long tasks will have an impact on the
responsiveness of the system. This concern is succinctly summarised by Allworth: “[The]
main drawback with this [co-operative] approach is that while the current process is

running, the system is not responsive to changes in the environment. Therefore, system



processes must be extremely brief if the real-time response [of the] system is not to be
impaired.” (Allworth, 1981). We can express this concern slightly more formally by noting
that if the system must execute one or more tasks of (worst-case) execution time e and also
respond within an interval t to external events then, in situations where t < e, a pure co-

operative scheduler will not generally be suitable.

When there is a mismatch between task execution times and system response times, it is
tempting to opt immediately for a full pre-emptive design: indeed, some studies seem to
suggest that this is the only alternative. For example, Locke (1992) - in a widely cited
publication - suggests that “traditionally, there have been two basic approaches to the
overall design of application systems exhibiting hard real-time deadlines: the cyclic executive
... and the fixed priority [pre-emptive] architecture.” (p.37). More recently Bate (1998)
compared cyclic executives and fixed-priority pre-emptive schedulers (exploring, in greater
depth, Locke’s study from a few years earlier). Other researchers have also decided not to
consider cyclic executives, but for different reasons. For example, according to Liu and Ha,
(1995): “[An] objective of reengineering is the adoption of commercial off-the-shelf and
standard operating systems. Because they do not support cyclic scheduling, the adoption of
these operating systems makes it necessary for us to abandon this traditional approach to

scheduling.”

However, there are other design options available. For example, we have previously
described ways in which support for a single, time-triggered, pre-emptive task can be added
to a TTC architecture, to give we have called a “time-triggered hybrid” (TTH) scheduler
(Pont, 2001). This architecture is illustrated in Figure 1. This figure shows the situation
where a short pre-emptive task is executed every millisecond, while a co-operative task (with

a duration greater than 1 ms) is “simultaneously” executed every 3 milliseconds.

Please note that in this paper we are concerned with situations in which it can be determined at the time of
system design that t < e. In some situations, a system error (e.g. sensor failure) may cause a task to
overrun at run time. This problem (which may apply with both TTC and TTH schedulers, and others) can
be addressed with an appropriate form of “task guardian”. Task guardians are not considered in the
present paper: please refer to Hughes and Pont (2004) for further information about this topic.
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Figure 1: Illustrating the operation of a TTH scheduler. See text for details.

Overall, as we have previously discussed at length (Pont, 2001) a TTH scheduler combines
the features of pre-emptive and co-operative schedulers, without requiring complex
mechanisms for dealing with shared resources. As such, this simple but flexible architecture
has the potential to “bridge the gap” between pure TTC implementations (such as cyclic

executives) and full pre-emptive schedulers.

However, while a TTH architecture may serve as a cost-effective replacement for a full pre-
emptive design in some circumstances, both solutions are susceptible to jitter. Jitter can have
a very serious impact on systems in which a TTH design might otherwise be highly
appropriate. For example, Cottet and David (1999) show that — during data acquisition tasks
— jitter rates of 10% or more can introduce errors which are so significant that any subsequent
interpretation of the sampled signal may be rendered meaningless. Similarly Jerri (1977)
discusses the detrimental impact of jitter on applications such as spectrum analysis and
filtering. Also, in control systems, jitter can greatly degrade the performance by varying the

sampling period (Torgren, 1998; Mart et al., 2001).

In this paper, we discuss a solution to the problem of jitter in TTH designs using an approach
which we refer to as “planned pre-emption”: such an approach is only possible with time-

triggered architectures.

This paper is organised as follows. In Section 2 we discuss two possible ways in which a
time triggered hybrid scheduler can be implemented. In Section 3 we compare the
performance of the different types of hybrid schedulers, considering the jitter produced by
each. In Section 4, we propose a technique for jitter reduction, and we explain how such an

approach can be implemented in two practical TTH schedulers. In Section 5, we demonstrate



the effect of the new technique on the jitter levels observed in the two scheduler

implementations. Our conclusions are presented in Section 6.



2. Implementing a TTH scheduler

In this section we will discuss two possible ways in which a time triggered hybrid scheduler

can be implemented.

a) A TTH-SL scheduler

The first implementation we will consider here is a hybrid “super loop” scheduler (TTH-SL

scheduler).

During normal operation of this system, the first function to be run (after any startup code) is
main(). Function mainQQwill start an endless whi le loop (see Listing 1), in which the co-

operative task(s) will be executed in a sequential manner.

while (1)

{
C_TaskQ;
// Execute other co-operative tasks (as required)

}

void P_Dispatch_ISR(void)

{
P_Task(Q);

}

Listing 1: A simple implementation of a “TTH-SL” scheduler

In “parallel” with this activity, a timer-based interrupt occurs every millisecond (in typical
implementations) and invokes the ISR P_Dispatch_ISR(). P_Dispatch_ISR() then
directly calls the pre-emptive task, which we will assume is called P_Task(): see Listing 1.
Once the pre-emptive task is complete it returns control to the co-operative task which has

been interrupted, and that task continues its execution from the point of interruption.

An overview of the architecture of this scheduler is shown in Figure 2.
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Figure 2: TTH-SL Scheduler Flowchart

In this architecture, the processor time is used to its maximum capacity as the co-operative

tasks will be executed endlessly.

b) A more complete TTH Scheduler

We refer to the second (more complete) scheduler implementation considered in this paper

simply as a “TTH Scheduler”.

During normal operation of the systems using the TTH Scheduler architecture, function
main() runs an endless whi le loop (see Listing 2) from which the function C_Dispatch()
is called: this in turn launches the co-operative task(s) currently scheduled to execute. Once
these tasks are completed, C_Dispatch() calls Sleep(), placing the processor into a

suitable “idle” mode.



while (1)

{
C _Dispatch(); // Dispatch Co-op tasks

}

void C_Dispatch (void)

{
// Go through the task array

// Execute “C_Task()” when due to run
// Execute other co-operative tasks (as required)

// The scheduler may enter idle mode at this point

SleepQ);
}

void P_Dispatch_ISR(void) // ISR

{
P_Task(Q); // Dispatch pre-emptive task

}
Listing 2: TTH Scheduler

In parallel with this activity, a timer-based interrupt occurs every millisecond (in typical
implementations) which invokes the ISR P_Dispatch_ISR(). P_Dispatch_ISR() then

calls the pre-emptive task: see Listing 2.

An overview of the architecture of this scheduler is shown in Figure 3.
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Figure 3: TTH Scheduler Flowchart

3. Jitter assessment for the TTH-SL Scheduler and TTH Scheduler

In this section we will consider and compare the performance of the TTH-SL and the TTH

architectures, in terms of the jitter produced.

b) Platform

For the studies described in this paper, we used an ARM7 platform: the specific processor
used was the Philips LPC2129. The LPC2129 is a 32-bit microcontroller with an ARM7-
core which can run — under control of an on-chip phase-locked loop (PLL) — at frequencies
from 10 MHz to 60 MHz (Philips, 2004). For the purposes of this paper, the LPC2129 was

mounted on a Keil MCB2129 evaluation board.

The compiler used was the ARM GCC 3.4.1 operating in Windows by means of Cygwin (a
Linux emulator). The IDE used was the Keil ARM development kit.

c) Methodology
To compare the jitter produced by the TTH-SL and the TTH architectures, we conducted a

series of tests using the platform described in the previous section. In this initial study, we
used dummy tasks to represent both the pre-emptive and the co-operative tasks: these
consisted of simple “for loop” delays.

We wanted to measure the differences between the start time of one execution of the dummy

task, and the start time of the next execution of the same task. To make these measurements,



a pin on the ARM7 microcontroller was set “high” (for a short period) at the start of the
dummy task, and then set “low” before the next execution of the task. The widths of the
resulting pulses was measured using a National Instruments data acquisition card ‘NI PCI-
6035E’ (National Instruments, 2004), used in conjunction with appropriate software
(LabVIEW, 2004). The resolution of the timing measurements was 0.1 ps.

In each study, 50000 consecutive pulse widths were measured to give the results presented in
this paper.

d) Results

The measurements described in the previous section produced the results shown in Table 1.

TTH-SL Scheduler TTH Scheduler
Max time (s) 0.0010002 0.0010004
Min time (s) 0.0009997 0.0009996
Avg time (s) 0.0001000 0.0001000
Std dev (s) 0.0000002 0.0000001
Jitter (s) 0.0000005 0.0000008

Table 1: Jitter results using dummy tasks.

The results in Table 1 show that there are variations in the pulse widths measured: these
variations correspond to jitter in the task timings. In this study, it was found that both the

TTH-SL architecture and the TTH architecture produced measurable levels of jitter.

d) Discussion

When a timer interrupt occurs, the processor must complete the current instruction before
servicing the interrupt. In the TTH-SL architecture, the jitter occurs because different
instructions take different periods of time to complete and — therefore — the time taken to
respond to the timer interrupt is variable. In addition, when using the TTH scheduler, the
processor will — sometimes - be in “idle” mode when the timer interrupt occurs: leaving idle
mode is expected to take longer than any “conventional instruction”, and we see evidence of

this in the results obtained.



3. The TTHj architecture

In this section, we consider a simple “planned pre-emption” mechanism which is expected to

reduce the level of jitter observed in TTH designs.

a) Overview of the approach

As we noted in Section 3c, jitter in TTH designs is inevitable, since the time taken to respond
to interrupts varies depending on the state of the processor at the time of the interrupt. In the
TTC architecture (Pont, 2001) such jitter is not observed, because the processor is — in

normal circumstances - always in the same (idle) state when the timer interrupt occurs.

Because the TTH architecture is time triggered, we know when the next pre-emptive task is
due to execute: this allows us to implement a “planned pre-emption” scheme. Specifically, in
this case, we aim to reduce the jitter level by ensuring that the processor is always in idle
mode when the pre-emptive task is due to be dispatched. We do this (in the present
implementation) by using a second timer to trigger a “Sleep” ISR, putting the processor into
idle mode just before the timer overflow (linked to the dispatch of the pre-emptive task) is

triggered.

b) A TTHj-SL Scheduler

We first consider how we can incorporate the second timer in the TTH-SL Scheduler,

resulting in what we will refer to here as a “TTHj-SL Scheduler”.

During the operation of the system using the TTHj-SL architecture, the function main()
starts an endless whi e loop (see Listing 3), in which the co-operative tasks are executed in a
sequential manner. In parallel with this execution, a timer-based interrupt occurs every
millisecond (in typical implementations) which invokes P_Dispatch_ISRQ).
P_Dispatch_ISR() starts the “idle timer” which will overflow after around 90%? of the
interval between “pre-emptive ticks” has elapsed. After this, the pre-emptive task is

executed.

After the pre-emptive task completes its execution, control returns to the co-operative task
list, where it will remain until the idle timer overflows: the ISR associated with this overflow

2 The precise timing will depend on the scheduler overhead, which will — in turn — depend on the CPU

performance of the processor used.



will place the system in idle mode, where it will remain until the timer for the pre-emptive

task overflows, and P_Dispatch_1SR() is called once again.

while (1)
{
C_Task(Q);
// Execute other co-operative tasks (as required)

}

void P_Dispatch_ISR(void)

{

ITimer(); // Start idle timer
P_Task(Q); // Dispatch pre-emptive task
}

void Idle_Timer_ISR(void)

{
Sleep(); // Enter idle mode

}

Listing 3: TTHj-SL scheduler

An overview of the architecture of this scheduler is shown in Figure 4.
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Figure 4: TTHj-SL scheduler Flowchart




c) The TTHj Scheduler

We next consider how we can incorporate the second timer in the TTH Scheduler

architecture, resulting in what we will refer to here as a “TTHj Scheduler”.

During the operation of the system using the TTHj Scheduler architecture, the function
main() starts an endless whi le loop (see Listing 4), in which the function C_Dispatch()

executes the co-operative task(s) scheduled to be run.

while (1)
{
C Dispatch();
}

void C _Dispatch (void)
{
// Go through the task array
// Execute “C_Task()” when due to run

// Execute other co-operative tasks (as required)

// The scheduler may enter idle mode at this point

SleepQ);
}

void P_Dispatch_ISR(void)

{

ITimer(); // Start idle timer
P_Task(Q); // Dispatch pre-emptive task
}

void Idle_Timer_ISR(void)

{
Sleep(); // Enter idle mode

}
Listing 4: TTHj Scheduler

A timer-based interrupt occurs every millisecond (in typical implementations) and invokes
P_Dispatch_ISR(). P_Dispatch_I1SR() starts the “idle timer” which will — as with the
TTHj-SL Scheduler - overflow after around 90% of the interval between “pre-emptive ticks”

has elapsed. After this, P_Task() is executed.



After the pre-emptive task completes its execution, control returns to the co-operative task

list, where it will remain until the idle timer overflows, as with the TTHj-SL architecture.

An overview of the architecture of this scheduler is shown in Figure 5.
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5. Comparing the jitter performance of TTH and TTHj architectures

In this section we will discuss and compare the performance of the TTH and the TTHj

architectures, in terms of the jitter produced.

d) Platform

The platform used was as described in Section 3.a.

e) Methodology

The methodology used was as described in Section 3.b.

f) Results

The measurements described in the previous section produced the results shown in Table 2:



TTH-SL Scheduler TTHj-SL Scheduler TTH Scheduler TTHj Scheduler
Max time (s) 0.0010002 0.001000 0.0010004 0.001000
Min time (s) 0.0009997 0.0009999 0.0009996 0.0009999
Avg time (s) 0.0001000 0.0001000 0.0001000 0.0001000
Std dev (s) 0.0000002 0.0000000 0.0000001 0.0000000
Jitter (s) 0.0000005 0.0000001 0.0000008 0.0000001

Table 2: Jitter results using dummy tasks.
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g) Discussion

The results above show that using planned pre-emption significantly reduces jitter observed
in the start times of pre-emptive tasks (when compared with the original TTH scheduler

implementations).

This improvement in performance requires a small increase in the system (source code) size.



4. Conclusions

This paper has been concerned with the production of embedded systems with minimal
resource requirements and highly predictable patterns of behaviour. Our particular focus was
on the levels of jitter in the start times of the pre-emptive task in systems implemented using
a “time-triggered hybrid” (TTH) software architecture. We have introduced a technique -
“planned pre-emption” — which is intended to reduce this jitter level, and demonstrated the
effectiveness of this approach in a simple example. Overall, based on the results obtained
here, the use of planned pre-emption can reduce jitter in the pre-emptive task by a factor of 5
(or more), when compared to the original TTH architecture.
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Abstract

We have previously described a “language” consisting of more than seventy patterns. This
language is intended to support the development of reliable embedded systems: the particular
focus of the collection is on systems with a time triggered co-operative (TTC) system
architecture. We have been assembling this collection for almost a decade. As our
experience with the collection has grown, we have begun to add a number of new patterns
and revised some of the existing ones. As we have worked with this collection, we have felt
that there were ways in which the overall architecture could be improved in order to make the
collection easier to use, and to reduce the impact of future changes. This paper briefly
describes the approach that we have taken in order to re-factor and refine our original pattern
collection. It goes on to describe some of the new and revised patterns that have resulted

from this process.
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1. Introduction

We have previously described a “language” consisting of more than seventy patterns, which
will be referred to here as the “PTTES Collection” (see Pont, 2001). This language is
intended to support the development of reliable embedded systems: the particular focus of the
collection is on systems with a time triggered, co-operatively scheduled (TTCS) system
architecture. Work began on these patterns in 1996, and they have since been used in a range
of industrial systems, numerous university research projects, as well as in undergraduate and
postgraduate teaching on many university courses (e.g. see Pont, 2003; Pont and Banner,
2004).

As our experience with the collection has grown, we have begun to add a number of new
patterns and revised some of the existing ones (e.g. see Pont and Ong, 2003; Pont et al.,
2004; Key et al., 2004). Inevitably, by definition, a pattern language consists of an inter-
related set of components: as a result, it is unlikely that it will ever be possible to refine or
extend such a system without causing some side effects. However, as we have worked with
this collection, we have felt that there were ways in which the overall architecture could be
improved in order to make the collection easier to use, and to reduce the impact of future

changes.

This paper briefly describes the approach that we have taken in order to re-factor and refine
our original pattern collection. It goes on to describe some of the new and revised patterns

that have resulted from this process.

2. The new structure

In the original PTTES collection, we labelled all parts of the collection as “patterns”. We
now believe it is more appropriate to divide the collection as follows:

e Abstract patterns

e Patterns, and,

e Pattern implementation examples
In this new structure, the “abstract patterns” are intended to address common design decisions
faced by developers of embedded systems. Such patterns do not — directly — tell the user how

to construct a piece of software or hardware: instead they are intended to help a developer



decide whether use of a particular design solution (perhaps a hardware component, a software
algorithm, or some combination of the two) would be an appropriate way of solving a
particular design challenge. Note that the problem statements for these patterns typically

begin with the phrase “Should you use a ...” (or something similar).

For example, in this report, we present the abstract pattern TTC PLATFORM. This pattern
describes what a time-triggered co-operative (TTC) scheduler is, and discusses situations
when it would be appropriate to use such an architecture in a reliable embedded system. If
you decide to use a TTC architecture, then you have a number of different implementation
options available: these different options have varying resource requirements and
performance figures. The patterns TTC-SL SCHEDULER, TTC- ISR ScHEDULER and TTC
SCHEDULER describe some of the ways in which a TTC PLATFORM can be implemented.
While documenting each of these “full”” patterns, we refer back to the abstract pattern for

background information.

We take this layered approach one stage further with what we call “pattern implementation
examples” (PIEs). As the name might suggest, PIEs are intended to illustrate how a
particular pattern can be implemented. This is important (in our field) because there are great
differences in system environments, caused by variations in the hardware platform (e.g. 8-
bit, 16-bit, 32-bit, 64-bit), and programming language (e.g. assembly language, C, C++).
The possible implementations are not sufficiently different to be classified as distinct

patterns: however, they do contain useful information.

Note that, as an alternative to the use of PIEs, we could simply extend each pattern with a
large numbers of examples. However, this would make the pattern bulky, and difficult to
use. In addition, new devices appear with great frequency in the embedded sector. By

having distinct PIEs, we can add new implementation descriptions when these are useful,

without revising the entire pattern each time we do so.

3. Overview of this paper

This paper presents the abstract pattern TTC PLATFORM. This is followed by a pattern (TTC-
SL SCHEDULER). We also present a pattern implementation example (TTC-SL SCHEDULER
[C, C167])).



Figure 1 provides a schematic representation of the different pattern layers discussed in this

paper.
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Figure 1: The three different types of pattern discussed in this paper



TTC PLATFORM

{abstract pattern}

Context
e You are developing an embedded system.
e Reliability is a key design requirement.

Problem
Should you use a time-triggered co-operative (TTC) scheduler as the basis of your embedded

system?

Background

This pattern is concerned with systems which have at their heart a time-triggered co-operative
(TTC) scheduler. We will be concerned both with “pure” TTC designs - sometimes referred
to as “cyclic executives” (e.g. Baker and Shaw, 1989; Locke, 1992; Shaw, 2001) — as well as
“hybrid” TTC designs (e.g. Pont, 2001; Pont, 2004), which include a single pre-emptive task.

We provide some essential background material and definitions in this section.

Tasks
Tasks are the building blocks of embedded systems. A task is simply a labeled segment of

program code: in the systems we will be concerned with in this pattern a task will generally

be implemented using a C function?.

Most embedded systems will be assembled from collections of tasks. When developing
systems, it is often helpful to divide these tasks into two broad categories:

e Periodic tasks will be implemented as functions which are called — for example — every
millisecond or every 100 milliseconds during some or all of the time that the system is
active.

e Aperiodic tasks will be implemented as functions which may be activated if a particular
event takes place. For example, an aperiodic task might be activated when a switch is
pressed, or a character is received over a serial connection.

Please note that the distinction between calling a periodic task and activating an aperiodic

task is significant, because of the different ways in which events may be handled. For



example, we might design the system in such a way that the arrival of a character via a serial
(e.g. RS-232) interface will generate an interrupt, and thereby call an interrupt service
routine (an “ISR task™). Alternatively, we might choose to design the system in such a way
that a hardware flag is set when the character arrives, and use a periodic task “wrapper” to

check (or poll) this flag: if the flag is found to be set, we can then call an appropriate task

Basic timing constraints

For both types of tasks, timing constraints are often a key concern. We will use the following
loose definitions in this pattern:

e A task will be considered to have soft timing (ST) constraints if its execution
>= 1 second late (or early) may cause a significant change in system behaviour.

e A task will be considered to have firm timing (FT) constraints if its execution
>= 1 millisecond late (or early) may cause a significant change in system behaviour.

o A task will be considered to have hard timing (ST) constraints if its execution
>= 1 microsecond late (or early) may cause a significant change in system behaviour.

Thus, for example, we might have a FT periodic task that is due to execute at times t = {0 ms,
1000 ms, 2000 ms, 3000 ms, ...}. If the task executes at times t = {0 ms, 1003 ms, 2000 ms,
2998 ms, ...} then the system behaviour will be considered unacceptable.

Jitter
For some periodic tasks, the absolute deadline is less important than variations in the timing

of activities. For example, suppose that we intend that some activity should occurs at times:
t={1.0ms, 2.0 ms, 3.0 ms, 4.0 ms, 5.0 ms, 6.0 ms, 7.0 ms, ...}.

Suppose, instead, that the activity occurs at times:
t={11.0 ms, 12.0 ms, 13.0 ms, 14.0 ms, 15.0 ms, 16.0 ms, 17.0 ms, ...}.

In this case, the activity has been delayed (by 10 ms). For some applications — such as
data, speech or music playback, for example — this delay may make no measurable

difference to the user of the system.

1 Atask implemented in this way does not need to be a “leaf” function: that is, a task may call (other)
functions.



However, suppose that — for a data playback system - same activities were to occur as
follows:

t={1.0ms, 2.1 ms, 3.0 ms, 3.9 ms, 5.0 ms, 6.1 ms, 7.0 ms, ...}.

In this case, there is a variation (or jitter) in the task timings. Jitter can have a very
detrimental impact on the performance of many applications, particularly those involving
period sampling and / or data generation (such as data acquisition, data playback and control

systems: see Torngren, 1998).

For example, Cottet and David (1999) show that — during data acquisition tasks — jitter rates
of 10% or more can introduce errors which are so significant that any subsequent
interpretation of the sampled signal may be rendered meaningless. Similarly Jerri (1977)
discuss the serious impact of jitter on applications such as spectrum analysis and filtering.
Also, in control systems, jitter can greatly degrade the performance by varying the sampling
period (Torgren, 1998; Mart et al., 2001).

Transactions
Most systems will consist of several tasks (a large system may have hundreds of tasks,

possibly distributed across a number of CPUs). Whatever the system, tasks are rarely
independent: for example, we often need to exchange data between tasks. In addition, more
than one task (on the same processor) may need to access shared components such as ports,
serial interfaces, digital-to-analogue converters, and so forth. The implication of this type of
link between tasks varies depending on the method of scheduling that is employed: we

discuss this further shortly.

Another important consideration is that tasks are often linked in what are sometimes called
transactions. Transactions are sequences of tasks which must be invoked in a specific order.
For example, we might have a task that records data from a sensor (TASK_Get_Data()),
and a second task that compresses the data (TASK_Compress_Data()), and a third task that
stores the data on a Flash disk (TASK_Store_Data()). Clearly we cannot compress the
data before we have acquired it, and we cannot store the data before we have compressed it:

we must therefore always call the tasks in the same order:



TASK_Get_Data()
TASK_Compress_Data()
TASK_Store_Data()

When a task is included in a transaction it will often inherit timing requirements. For
example, in the case of our data storage system, we might have a requirement that the data
are acquired every 10 ms. This requirement will be inherited by the other tasks in the

transaction, so that all three tasks must complete within 10 ms.

Scheduling tasks
As we have noted, most systems involve more than one task. For many projects, a key

challenge is to work out how to schedule these tasks so as to meet all of the timing

constraints.

The scheduler we use can take two forms: co-operative and pre-emptive. The difference
between these two forms is - superficially — rather small but has very large implications for
our discussions in this pattern. We will therefore look closely at the differences between co-
operative and pre-emptive scheduling.

To illustrate this distinction, suppose that — over a particular period of time — we wish to
execute four tasks (Task A, Task B, Task C, Task D) as illustrated in Figure 2.
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Figure 2: A schematic representation of four tasks (Task A, Task B, Task C, Task D) which
we wish to schedule for execution in an embedded system with a single CPU.

We assume that we have a single processor. As a result, what we are attempting to achieve is

shown in Figure 3.
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Figure 3: Attempting the impossible: Task A and Task B are scheduled to run
simultaneously.

In this case, we can run Task C and Task D as required. However, Task B is due to execute
before Task A is complete. Since we cannot run more than one task on our single CPU, one

of the tasks has to relinquish control of the CPU at this time.

In the simplest solution, we schedule Task A and Task B co-operatively. In these
circumstances we (implicitly) assign a high priority to any task which is currently using the
CPU: any other task must therefore wait until this task relinquishes control before it can
execute. In this case, Task A will complete and then Task B will be executed (Figure 4).

A B cl[D]

Time

Figure 4: Scheduling Task A and Task B co-operatively.

Alternatively, we may choose a pre-emptive solution. For example, we may wish to assign a
higher priority to Task B with the consequence that — when Task B is due to run — Task A
will be interrupted, Task B will run, and Task A will then resume and complete (Figure 5).
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Figure 5: Assigning a high priority to Task B and scheduling the two tasks pre-emptively.

A closer look at co-operative vs. pre-emptive architectures
When compared to pre-emptive schedulers, co-operative schedulers have a number of

desirable features, particularly for use in safety-related systems (Allworth, 1981; Ward, 1991;
Nissanke, 1997; Bate, 2000). For example, Nissanke (1997, p.237) notes: “[Pre-emptive]
schedules carry greater runtime overheads because of the need for context switching -
storage and retrieval of partially computed results. [Co-operative] algorithms do not incur
such overheads. Other advantages of [co-operative] algorithms include their better

understandability, greater predictability, ease of testing and their inherent capability for



guaranteeing exclusive access to any shared resource or data.”. Allworth (1981, p.53-54)
notes: “Significant advantages are obtained when using this [co-operative] technique. Since
the processes are not interruptable, poor synchronisation does not give rise to the problem of
shared data. Shared subroutines can be implemented without producing re-entrant code or
implementing lock and unlock mechanisms™. Also, Bate (2000) identifies the following four
advantages of co-operative scheduling, compared to pre-emptive alternatives: [1] The
scheduler is simpler; [2] The overheads are reduced; [3] Testing is easier; [4] Certification

authorities tend to support this form of scheduling.

This matter has also been discussed in the field of distributed systems, where a range of
different network protocols have been developed to meet the needs of high-reliability systems
(e.g. see Kopetz, 2001; Hartwich et al., 2002). More generally, Fohler has observed that:
“Time triggered real-time systems have been shown to be appropriate for a variety of critical
applications. They provide verifiable timing behavior and allow distribution, complex

application structures, and general requirements.” (Fohler, 1999).

Solution
This pattern is intended to help answer the question: “Should you use a time-triggered co-

operative (TTC) scheduler as the basis for your reliable embedded system?”

In this section, we will argue that the short answer to this question is “yes”. More
specifically, we will explain how you can determine whether a TTC architecture is
appropriate for your application, and — for situations where such an architecture is
inappropriate — we will describe ways in which you can extend the simple TTC architecture

to introduce limited degrees of pre-emption into the design.

Overall, our argument will be that — to maximise the reliability of your design — you should
use the simplest “appropriate architecture”, and only employ the level of pre-emption that is

essential to the needs of your application.

When is it appropriate (and not appropriate) to use a pure TTC architecture?
Pure TTC architectures are a good match for a wide range of applications. For example, we

have previously described in detail how these techniques can be in — for example - data
acquisition systems, washing-machine control and monitoring of liquid flow rates (Pont,

2002), in various automotive applications (e.g. Ayavoo et al., 2004), a wireless (ECG)



monitoring system (Phatrapornnant and Pont, 2004), and various control applications (e.g.
Edwards et al., 2004; Key et al., 2004).

Of course, this architecture not always appropriate. The main problem is that long tasks will
have an impact on the responsiveness of the system. This concern is succinctly summarised
by Allworth: “[The] main drawback with this [co-operative] approach is that while the
current process is running, the system is not responsive to changes in the environment.
Therefore, system processes must be extremely brief if the real-time response [of the] system
is not to be impaired.” (Allworth, 1981).

We can express this concern slightly more formally by noting that if the system must execute
one of more tasks of duration X and also respond within an interval T to external events

(where T < X), a pure co-operative scheduler will not generally be suitable.

In practice, it is sometimes assumed that TTC architecture is inappropriate because some
simple design options have been overlooked. We will use two examples to try and illustrate
how — with appropriate design choices — we can meet some of the challenges of TTC
development.

Example: Multi-stage tasks
Suppose we wish to transfer data to a PC at a standard 9600 baud; that is, 9600 bits per

second. Transmitting each byte of data, plus stop and start bits, involves the transmission of
10 bits of information (assuming a single stop bit is used). As a result, each byte takes

approximately 1 ms to transmit.

Now, suppose we wish to send this information to the PC:

Current core temperature is 36.678 degrees

If we use a standard function (such as some form of printf()) - the task sending these 42
characters will take more than 40 milliseconds to complete. If this time is greater than the
system tick interval (often 1 ms, rarely greater than 10 ms) then this is likely to present a

problem (Figure 6).
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Figure 6: A schematic representation of the problems caused by sending a long character
string on an embedded system with a simple operating system. In this case, sending the
massage takes 42 ms while the OS tick interval is 10 ms.

Perhaps the most obvious way of addressing this issue is to increase the baud rate; however,
this is not always possible, and - even with very high baud rates - long messages or irregular

bursts of data can still cause difficulties.

A complete solution involves a change in the system architecture. Rather than sending all of
the data at once, we store the data we want to send to the PC in a buffer (Figure 7). Every ten
milliseconds (say) we check the buffer and send the next character (if there is one ready to
send). In this way, all of the required 43 characters of data will be sent to the PC within 0.5
seconds. This is often (more than) adequate. However, if necessary, we can reduce this time
by checking the buffer more frequently. Note that because we do not have to wait for each
character to be sent, the process of sending data from the buffer will be very fast (typically a

fraction of a millisecond).

Current core temperature All characters
I's 36.678 degrees written immediately
to buffer
(very fast operation)
Buffer

Scheduler sends one
character to PC
every 10 ms

(for example)

Figure 7: A schematic representation of the software architecture used in the RS-232 library.

This is an example of an effective solution to a widespread problem. The problem is

discussed in more detail in the pattern MULTI-STAGE TASK [Pont, 2001].



Example: Rapid data acquisition
The previous example involved sending data to the outside world. To solve the design
problem, we opted to send data at a rate of one character every millisecond. In many cases,

this type of solution can be effective.

Consider another problem (again taken from a real design). This time suppose we need to
receive data from an external source over a serial (RS-232) link. Further suppose that these
data are to be transmitted as a packet, 100 ms long, at a baud rate of 115 kbaud. One packet

will be sent every second for processing by our embedded system.

At this baud rate, data will arrive approximately every 87 ps. To avoid losing data, we would
— if we used the architecture outlined in the previous example — need to have a system tick
interval of around 40 ps. This is a short tick interval, and would only produce a practical

TTC architecture if a powerful processor was used.

However, a pure TTC architecture may still be possible, as follows. First, we set up an ISR,

set to trigger on receipt of UART interrupts:

void UART_ISR(void)
{
// Get first char

// Collect data for 100 ms (with timeout)
}

These interrupts will be received roughly once per second, and the ISR will run for 100 ms.

When the ISR ends, processing continues in the main loop:

void main(void)

while(1)

{
Process UART Data();

Go_To_Sleep();

}
}

Here we have up to 0.9 seconds to process the UART data, before the next tick.

What should you do if a pure TTC architecture cannot meet your application needs?
In the previous two examples, we could produce a clean TTC system with appropriate design.



This is — of course — not always possible. For example, consider a wireless
electrocardiogram (ECG) system (Figure 8).
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Figure 8: A schematic representation of a system for ECG monitoring.
See Phatrapornnant and Pont (2004) for details.

An ECG is an electrical recording of the heart that is used for investigating heart disease. In
a hospital environment, ECGs normally have 12 leads (standard leads, augmented limb leads
and precordial leads) and can plot 250 sample-points per second (at minimum). In the
portable ECG system considered here, three standard leads (Lead I, Lead II, and Lead Il1)
were recorded at 500 Hz. The electrical signal were sampled using a (12-bit) ADC and —
after compression — the data were passed to a “Bluetooth” module for transmission to a

notebook PC, for analysis by a clinician (see Phatrapornnant and Pont, 2004)

In one version of this system, we are required to perform the following tasks:
e Sample the data continuously at a rate of 500 Hz. Sampling takes less than 0.1 ms.

e When we have 10 samples (that is, every 20 ms), compress and transmit the data, a
process which takes a total of 6.7 ms.

In this case, we will assume that the compression task cannot be neatly decomposed into a

sequence of shorter tasks, and we therefore cannot employ a pure TTC architecture.

In such circumstances, it is tempting to opt immediately for a full pre-emptive design.
Indeed, many studies seem to suggest that this is the only alternative. For example, Locke
(1992) - in a widely cited publication - suggests that “traditionally, there have been two basic

approaches to the overall design of application systems exhibiting hard real-time deadlines:



the cyclic executive ... and the fixed priority [pre-emptive] architecture.” (p.37). Similarly,
Bennett (1994, p.205) states: “If we consider the scheduling of time allocation on a single
CPU there are two basic alternatives: [1] cyclic, [2] pre-emptive.”” More recently Bate
(1998) compared cyclic executives and fixed-priority pre-emptive schedulers (exploring, in

greater depth, Locke’s study from a few years earlier).

However, even if you cannot — cleanly - solve the long task / short response time problem,
then you can maintain the core co-operative scheduler, and add only the limited degree of

pre-emption that is required to meet the needs of your application.
For example, in the case of our ECG system, we can use a time-triggered hybrid architecture.

“Long” co-operative task

\ Pre-emptive task
\ | D

A Time
Sub-ticks

Tick

Figure 9: A “hybrid” software architecture. See text for details.

In this case, we allow a single pre-emptive task to operate: in our ECG system, this task will
be used for data acquisition. This is a time-triggered task, and such tasks will generally be
implemented as a function call from the timer ISR which is used to drive the core TTC
scheduler. As we have discussed in detail elsewhere (Pont, 2001: Chapter 17) this
architecture is extremely easy to implement, and can operate with very high reliability. As
such it is one of a number of architectures, based on a TTC scheduler, which are co-

operatively based, but also provide a controlled degree of pre-emption.

As we have noted, most discussions of scheduling tend to overlook these “hybrid”
architectures in favour of fully pre-emptive alternatives. When considering this issue, it
cannot be ignored that the use of (fully) pre-emptive environments can be seen to have clear
commercial advantages for some companies. For example, a co-operative scheduler may be

easily constructed, entirely in a high-level programming language, in around 300 lines of ‘C’



code. The code is highly portable, easy to understand and to use and is, in effect, freely
available. By contrast, the increased complexity of a pre-emptive operating environment
results in a much larger code framework (some ten times the size, even in a simple
implementation: Labrosse 1992). The size and complexity of this code makes it unsuitable
for “in house’ construction in most situations, and therefore provides the basis for commercial
‘RTOS’ products to be sold, generally at high prices and often with expensive run-time
royalties to be paid. The continued promotion and sale of such environments has, in turn,
prompted further academic interest in this area. For example, according to Liu and Ha,
(1995): “[An] objective of reengineering is the adoption of commercial off-the-shelf and
standard operating systems. Because they do not support cyclic scheduling, the adoption of
these operating systems makes it necessary for us to abandon this traditional approach to

scheduling.”

Related patterns and alternative solutions
We highlight some related patterns and alternative solutions in this section.

Implementing a TTC Scheduler

The following patterns describe different ways of implementing a TTC PLATFORM:
e TTC - SL SCHEDULER

e TTC-ISR SCHEDULER

e TTC SCHEDULER

Alternatives to TTC scheduling
If you are determined to implement a fully pre-emptive design, then Jean Labrosse (1999)

and Anthony Massa (2003) discuss — in detail — the construction of such systems.

Reliability and safety implications
For reasons discussed in detail in the previous sections of this pattern, co-operative
schedulers are generally considered to be a highly appropriate platform on which to construct

a reliable (and safe) embedded system.

Overall strengths and weaknesses
© Tends to result in a system with highly predictable patterns of behaviour.

® Inappropriate system design using this approach can result in applications which have a
comparatively slow response to external events.
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TTC-SL SCHEDULER

{pattern}

Context

e You have decided that a TTC PLATFORM will provide an appropriate basis for your
embedded system.

and

e Your application will have a single periodic task (or a single transaction).
e Your task / transaction has soft or firm constraints.
e There is no risk of task overruns (or occasional overruns can be tolerated).

e You need to use a minimum of CPU and memaory resources.

Problem
How can you implement a TTC PLATFORM which meets the above requirements?

Background
See TTC PLATFORM for relevant background information.

Solution

A TTC-SL Scheduler allows us to schedule a single periodic task. To implement such a
scheduler, we need to do the following:

1. Determine the task period (that is, the interval between task executions).
2. Determine the worst case execution time (WCET) of the task.

3. The required delay value is task period — WCET.
4

Choose an appropriate delay function (e.g. SOFTWARE DELAY or HARDWARE DELAY:
Pont, 2001) that meets the delay requirements.

5. Implement a suitable SUPER Loop (Pont, 2001) containing a task call and a delay call.

For example, suppose that we wish to flash an LED on and off at a frequency of 0.5 Hz (that
is, on for one second, off for one second, etc). Further suppose that we have a function -
LED_Flash_Update() —that changes the LED state every time it is called.

LED_Flash_Update() is the task we wish to schedule. It has a WCET of approximately 0,
so we require a delay of 1000 ms. Listing 1 shows a TTC-SL Scheduler framework which
will allow us to schedule this task as required.



#include ""Main._h"
#include "Loop_Del _h"
#include "LED_Flas.h"

void main(void)
{
LED _Flash_Init(Q);
while (1)

{

LED_Flash_Update();

Loop_Delay(1000); // Delay 1000 ms
}

Listing 1: Implementation of a TTC-SL SCHEDULER

Related patterns and alternative solutions

We highlight some related patterns and alternative solutions in this section.
e SOFTWARE DELAY

e HARDWARE DELAY

e TTC-ISR SCHEDULER

e TTC SCHEDULER

Reliability and safety implications
In this section we consider some of the key reliability and safety implications resulting from

the use of this pattern.

Running multiple tasks
TTC-SL SCHEDULERS can be used to run multiple tasks with soft timing requirements. Itis

important that the worst-case execution time of each task is known before hand to set up the

appropriate delay values.

Use of Idle mode and task jitter
The processor does not benefit from using idle mode. There is considerable jitter in

scheduling tasks when using a SUPERLOOP in conjunction with a SOFTWARE DELAY.

What happens if a task overruns?
Task overruns are undesirable and can upset the proper functioning of the system.

Overall strengths and weaknesses
© Simple design, easy to implement
© Very small resource requirements

® Not sufficiently reliable for precise timing



® Low energy efficiency, due to inefficient use of idle mode

Further reading

Pont, M.J. (2001) “Patterns for Time-Triggered Embedded Systems: Building Reliable
Applications with the 8051 Family of Microcontrollers”, Addison-Wesley / ACM
Press. ISBN: 0-201-331381.

Pont, M.J. (2002) “Embedded C”, Addison-Wesley. ISBN: 0-201-79523-X.

Pont, M.J. (2004) “A “Co-operative First” approach to software development for reliable
embedded systems”, invited presentation at the UK Embedded Systems Show, 13-14
October, 2004. Presentation available here: www.le.ac.uk/eg/embedded




TTC-SL SCHEDULER [C, C167]

{pattern implementation example}

Context
e You wish to implement a TTC-SL SCHEDULER [this paper]
e Your chosen implementation language is C2.

e Your chosen implementation platform is the C167 family of microcontrollers.

Problem
How can you implement a TTC-SL ScHEDULER for the C167 family of microcontrollers?

Background

Solution
Listing 2 shows a complete implementation of a “flashing LED” scheduler, based on the
example in TTC-SL Scheduler (Solution section).

2 The examples in the pattern were created using the Keil C compiler, hosted in a Keil uVision 3 IDE.



/* __________________________________________________________________ *_

LED_167.C (7 November, 2001)

e e */
#include "Main.h"

#include "Port.h"
#include "LED_167.h"

sfr PICON = OxF1C4;
// - Private variable definitions ----—————————————————————————
static bit LED state_G;
Y o *_
LED_Flash_Init(Q
- See below.
e */
void LED_Flash_Init(void)
EED_state_G = 0;

PICON = 0x0000;

P2 = OxFFFF; // set port data register
ODP2 = 0x0000; // set port open drain control register
DP2 = OxFFFF; // set port direction register
}
/* __________________________________________________________________ *_

LED_Flash_Update()
Flashes an LED (or pulses a buzzer, etc) on a specified port pin.

Must schedule at twice the required flash rate: thus, for 1 Hz
flash (on for 0.5 seconds, off for 0.5 seconds) must schedule
at 2 Hz.

e e e */
void LED_Flash_Update(void)
{
// Change the LED from OFF to ON (or vice versa)
if (LED_state G == 1)
{
LED state G = O;
LED pin0O = O;
3
else
{
LED state G = 1;
LED _pin0O = 1;
b
3

Listing 2: Implementation of a simple task — LED_Flash_Update on C167 platform



// File: Delay.C (v1.00)

//  Author: M.J.Pont

// Date: 05/12/2002

// Description: Simple hardware delays for C167.

//

/=

#include "hardware_delay 167.h"

// Hardware_Delay()
// Function to generate N millisecond delay (approx).

// Uses Timer 2 in GPT1.

void Hardware_Delay(const tWord N)
tWord ms;
// Using GPT1 for hardware delay (Timer 2)
T2CON = 0x0000;
T3CON = 0x0000;

// Delay value is *approximately* 1 ms per loop
for (ms = 0; ms < N; ms++)

{
// 20 MHz, prescalar of 8
T2 = OxF63C; // Load timer 2 register
T2IR = O; // Clear overflow flag
T2R = 1; // Start timer
whille (T2IR == 0); // Wait until timer overflows
T2R = 0; // Stop timer
ks

Listing 3: Hardware Delay implemented on C167 platform.

void main(void)

// Prepare for the "Flash_LED" task
LED_Flash_Init(Q);

while(1)

{
LED_Flash_Update();
Hardware_Delay((1000);

}
¥

Listing 4: Using a simple SUPERLOOP architecture to schedule an LED_Flash_Update task.
The LED continuously flashes on for 1s and off for 1s

Further Reading
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1. Introduction

The developer of a modern embedded system faces a bewildering range of design options. For
example, the designer of a modern passenger car may need to choose between the use of one (or
more) network protocols based on CAN (Rajnak and Ramnerfors, 2002), TTCAN (Hartwich et al.,
2002), LIN (Specks and Rajnak, 2002), FlexRay or TTP/C (Kopetz, 2001). The resulting network
may be connected in, for example, a bus or star topology (Tanenbaum, 1995). The individual
processor nodes in the network may use event-triggered (Nissanke, 1997) or time-triggered
(Kopetz, 1997) software architectures, or some combination of the two. The clocks associated with
these processors may be linked using, for example, shared-clock techniques (Pont, 2001) or
synchronisation messages (Hartwich et al., 2000). These individual processors may, for example,
be C167 (Siemens, 1996), ARM (ARM, 2001), MPC555 (Bannatyne, 2003) or 8051 (Pont, 2001).

One way in which we can explore the impact of different design choices in a rigorous and
controlled manner is through the use of appropriate hardware-in-the loop (HIL) simulators (see for
example Hanselmann, 1996; Dynasim, 2003). HIL simulators — unlike software-only equivalents -

allow studies to be carried out in real time, with real signals being measured.
The basic setup for the HIL simulator is illustrated in Figure 1, where the HIL simulation and the

embedded system interconnect with each other by exchanging information through the necessary

I/Os, such as digital, analogue and serial ports.

Inputs to HIL .
simulator HIL Simulator Outputs from HIL
simulator

h 4

/O

A

Inputs to embedded
Outputs from Embedded System system
embedded system

Figure 1: The HIL approach

We have recently described a detailed HIL simulation of an adaptive cruise-control system (ACCYS)
for a passenger car (Short and Pont, in press; Short et al., 2004a; Short et al., 2004b; Short et al.,
2004c), and shown how this can be employed to assess new network protocols (Nahas et al., 2005).



The complexity of the full ACCS simulation ensures accurate results at the cost of system
complexity. In some cases, it can be useful to be able to eliminate inappropriate design options
more quickly through this use of a less detailed HIL simulation. To this end a simple (non-
adaptive) cruise-control design was developed. The design, implementation and evaluation of this
simple simulator is described in detail in this paper.

The paper is organised as follows. Section 2 to Section 7 introduce the cruise-control testbed and
describe the model and implementation details. A case study that employs the testbed is then
presented in Section 8. Our conclusions are presented in Section 9.

2. An overview of the CCS testbed

An automotive cruise-control system (CCS) is intended to provide the driver with an option of
maintaining the vehicle at a desired speed without further intervention, by controlling the throttle
(accelerator) setting. Such a driver assistance system can reduce the strain on the driver especially

while travelling on long journeys.

Such a CCS will typically have the following features:

i) An ON / OFF button to enable / disable the system.

i) An interface through which the driver can change the set speed while cruising.

iii) Switches on the accelerator and brake pedals that can be used to disengage the CCS and return

control to the driver.

For the purpose of our study, the specification of the CCS was simplified such that the vehicle was
assumed to be always in “cruise” mode. While in cruise mode, a “speed dial” was available to
allow the driver to dynamically change the car speed. The control process ensures that the vehicle

would travel at the desired set speed.

3. The design of the car environment

As with any HIL systems, a simulation model (sometimes known as plant within the control
engineering community) is required in order to represent the system to be controlled. In this case, a
computational model was used to represent the car environment in which the CCS would operate
(based on a model described in Pont, 2001). The core of the car environment is a simplified
physical model based on Newton’s law of motion (see Figure 2). Please note that in this case, it is
assumed that the vehicle is under the influence of only two forces, the torque exerted on the car

engine and the frictional force that acts in the opposite direction to the motion.



Car velocity (output)

Frictional force Engine force {input)

— Car —

L

Figure 2: The car environment for the CCS

To model this mathematically, the summation of all the forces acting on the car is calculated,
beginning with Newton’s Second Law of Motion. The terms listed below are used in the equations
that follow in this section:

A Acceleration

Vi Initial speed

vy Final speed

M Mass of car

Ax Displacement

e Throttle setting

Fr Frictional coefficient
T Engine torque

The frictional force and the engine force of the car are incorporated into Equation 1.

EngineForce — FrictionalForce = ma (1)

The frictional force is a function of the velocity of the car, whereas the engine force is a product of
the throttle setting and the engine torque. The engine torque is assumed to be constant over the

speed range. The following model (Equation 2) is thus produced.

Ot —v.Fr =ma

)
This model is then used to determine the output of the car environment, which is the final velocity
of the car (v,). Solving for a, the instantaneous acceleration of the vehicle is first calculated

(Equation 3).

a=@r—v,Fr)lm 3)



Once this acceleration has been obtained, the distance travelled by the car (Ax ) is solved using

Equation 4.
Ax=v;it+ iaz‘2
2 (4)
The final speed of the car (v ) is then determined using Equation 5.
vf2 = vi2 + 2aAx 5)

4. The implementation of the car environment
The car environment was implemented using a time-triggered co-operative scheduling architecture
on a basic desktop PC (Intel Pentium 11 300 MHz processor). The advantages of using PC hardware

for such studies is described in detail elsewhere (see Pont et al., 2003).

Four main tasks were implemented as shown in Table 1. The source code was written and compiled

using the Open Watcom C compiler.

Table 1: The car model task structure

Task Names Task Description Task Period (in ms)
Car Dynamics Update  Updates the car dynamics (speed) based on the input throttle position 5

Car Display Update Displays the speed of the car and the throttle position on the monitor 100

PRM Update Sends out the speed of the car as a train of pulses 1

Write To File Records the speed and the throttle position of the car in a text file 1000

We wanted to keep the cost of this simulator as low as possible (so that it can be widely used). In
order to access the PC hardware level, an operating system (OS) was required. DOS (Disk
Operating System) was chosen because it offers the required flexibility at low cost’>. DOS in-turn

control the BIOS (Basic Input Output System) of the PC to access the PC hardware level (Figure 3).

1

The Watcom compiler can be downloaded (without charge) here: http://www.openwatcom.org/.
2

Free versions of DOS are available. See for example http://www.handyarchive.com/free/dos/



http://www.openwatcom.org/
http://www.handyarchive.com/free/dos/

Co-operative scheduler

Dos

BlOS

FC hardware level

Figure 3: The operating layers for a PC hardware implementation

To interface the real world, a low-cost (but effective) option is to use the PC’s parallel port. The
parallel port has three registers: the data register, status register and control register (Messmer,
2002). In our version of the CCS, the port’s data register (LPT1, 0x378) was used to store an 8-bit
throttle position as the input signal to the car environment. The output signal from the car
environment is the current speed of the car, represented as a train of pulses at the automatic line
feed (ALF) pin of the port’s control register (LPT1, 0x37A).

The connections are illustrated in Figure 4.

o bit throttle position Mot used Car speed (pulses)
e o Fy
r~ S ™, |
Printer signal d ARHEE AHEBE
rinter signal|D7|De| DD Daf DD Do) 1922 |5 NEIHHE A E
Pinnumberl2lelzlslslalz12| ipopizizlas] -] -1 - -1 -1-b7islaa) 1
Data Hegister, 0x373 otatus Register, 0x379 Contral Register, 0x37 A

Figure 4: Connections on the PC’s parallel port

Figure 5 shows a screenshot of the car environment model running on a desktop PC.

Simple Car Zimulator

Zurrent Speed: &5.81 MPH

Current Throttle Setting: 97.2 %

Figure 5: A screenshot of the CCS system



The source code for the car environment model is discussed in Appendix A. The complete source

code is available from the Embedded Systems Laboratory website>.

5. The design of the controller
To control the velocity of the car at a set speed, a control algorithm was required. Two basic

controllers can be chosen: open loop or closed loop.

In this case, a closed-loop control system was used since the output value from the car environment
has an impact on the process input value to maintain the desired output value. A closed loop
control system (as shown in Figure 6) sends the difference of the input signal (the desired value)
and the feedback signal (actual output value) to the controller. The controller’s job is to reduce this
error (ideally to 0). To achieve this, a wide range of control algorithms are available (see, for
example, Dorf and Bishop, 1998; Dutton et al., 1997).

Desired ] Actual output
output value Control signal value

—¥ Cantraller o Thesystem to

be controlled

.
Ll

F

Feedback value

Figure 6: A closed-loop or feedback control system (Pont, 2001)

A “Proportional Integral Differential” (PID) controller was used in the CCS as it is a simple,
common and effective choice (Ogata, 2002). The PID algorithm consists of three main parts: the
proportional term (Kp), the integral term (K7) and the derivative term (Kd) : please see Equation 4,

where u and e represent the output signal and error signal, respectively.

u :pre+Kixjedt+de@

dt (4)
The proportional term will have the effect of reducing the rise time. The integral term can eliminate
the steady-state error, but it may make the transient response worse. The derivative term can be
used to add “damping” to the response, in order to reduce the signal overshoot (Franklin et al.,
1998).

3 http://www.le.ac.uk/eg/embedded/SimpleCCS.htm



6. Implementation of the controller

A typical control system can be divided into three main sections: sampler, control algorithm and
actuator. In the first section, data are sampled from the environment model. In the second section
these data are processed using an appropriate control algorithm. In the third section, an output

signal is produced that will (generally) alter the system state.

In a single-processor system, all three functions will be carried out on the same node. In a
distributed environment, these functions may be carried out on up to three nodes, linked by an
appropriate network protocol. For example, a two-node design might carry out the sampling
operations on Node 1, and the control and actuation operations on Node 2 (see, for example El-

khoury and Térngren, 2001; Lonn and Axelsson, 1999).

Figure 7 and Figure 8 illustrate the implementation of a one-node and two-node CCS respectively®.

Car speed c 3 Throttle (5 bit value ==nt
ar Environment
(pulses) tothe Car Model)

Embedded Cruise-Control System Set speed sent e
3 via RS 232

Terminal em ulator

Set speed (05 from
the potentiom eter)

Figure 7: One-node CCS

4 Please note that the system could also be expanded to have more than two nodes to incorporate various design
options such as bus guardians, back-up nodes and redundancy. These options are not considered here.
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Figure 8: Two-node CCS

In both the one-node and two-node systems, the input to the CCS is the car speed (represented as a
train of pulses from the car environment) and the desired set speed comes from a potentiometer.
The output from the CCS is an 8-bit throttle position that is sent to the car environment and (to

support the simulation) the desired set speed value that is sent via an RS232 link to a PC or similar

terminal.

Figure 9 shows an example of the wiring involved for a one-node CCS on a C167 microcontroller.
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Figure 9: Wiring example for a one-node CCS system implemented using a C167 processor



7. The CCS tasks

Embedded software systems are often designed and implemented as a collection of communicating
tasks (e.g. Nissanke, 1997; Shaw, 2001).

To implement the CCS, five tasks were employed (Table 2).

Table 2: The CCS task list

Task Period
Task Names Task Description )
(in ms)

Compute Car Speed Computes the car speed obtained from the car model 50
Compute Throttle Calculates and sends the required throttle to be applied back to the car model 50

Get Ref Speed Gets the desired speed from the driver 1000
PC Link Update Sends a character to the serial port 10
Display Ref Speed Updates the string that displays the desired car speed 1000

Each task is described in the subsections that follow.

a) Task: Compute Car Speed

This task acts as the signal sampler. The signal — in this case, the speed of the car — is represented

as a train of pu

Ises. To obtain the correct representation of the car speed, a hardware pulse counter

is used to store the number of pulses that has arrived. This value is then filtered (using software) to

remove any no

ise that may be present in the signal. The filtered value will then to be scaled to

represent the current speed of the car.

A partial code

listing for this task is show in Listing 1.

Please note that the processor chosen for this application must have at least two hardware timers —

one for the periodic timer and one for the hardware counter.

voi

d Sens Compute Speed(void)
tWord raw_speed;
raw_speed = Get Raw_Speed() ;

Scaled speed G = ((float) (FILTER_COEFF * 0ld speed G) + (float)
((1 - FILTER_COEFF) * (raw_speed * SCALING FAC)));

0ld _speed G = Scaled speed G;

Listing 1: An example of the compute car speed task



b) Task: Compute Throttle
This task functions as the controller and actuator. The PID algorithm was implemented in this

function, and “anti-windup” was included”.

Once the necessary control value has been calculated, this value is then scaled to an 8-bit throttle

position (in the range of 0-255). The partial code listing is illustrated in Listing 2.

void Compute Throttle (void)

unsigned char pc_throttle
static float throttle
float car_speed
float set_speed
float speed_error

o onn
OO OoOoOo

car_speed
set speed

Scaled speed G;
Ref Speed G;

speed_error = set speed - car_speed;
throttle = PID Control (speed error, throttle);
pc_throttle = (unsigned char) (throttle * 255);

Throttle Port = pc_throttle;

Listing 2: An example of the compute throttle task

¢) Task: Get Ref Speed

The purpose of this task is to obtain the reference or desired set speed that the driver may want the
car to travel at. The reference speed of the car is obtained using a 0-5 volts potentiometer. An on-
board analogue to digital converter (ADC) is used to capture the signal. The signal is then scaled to
the reference speed within the required range. The code listing for the implementation on a C167

microcontroller is illustrated in Listing 3.

> Anti-windup protection ensures that — when the throttle is at a maximum or minimum value — the error value does

not continue to accumulate. For further details, see Astrom, 2002.



void Act Get Ref Speed(void)

tWord Time out loop = 1;
tWord AD result = 0;

ADST = 1;
while ((ADBSY == 1) && (Time out loop != 0))

Time out loop++;

if (!Time out loop)
AD result G = 0;
else

AD result G ADDAT;

Ref Speed G = (tByte) (( AD result G / 1023.0f) * MAX CAR SPEED) ;

Listing 3: An example of the get ref speed task

d) Task: Display Ref Speed
This task uses the task “PC Link Update” to display the required operating speed of the car.

e) Task: PC Link Update
The purpose of this task is to display information on a terminal emulator (for example
HyperTerminal running on a PC) by means of an RS232-based serial connection from the processor

node on which this task is running.

8. Case study

To obtain some preliminary results from the CCS testbed, we compared the control performance of
one-node and two-node CCS implementations. In each case the CCS nodes were implemented
using an Infineon 16-bit microcontroller (Phytec C167CR development board): such devices are

widely used in the automotive sector (Siemens, 1996).

a) Implementation of one-node CCS

The description of the one node CCS was given in Section 6 and 7. The tasks were implemented
using a time-triggered co-operative scheduler (see Pont, 2001). A picture of the single node setup is
shown in Figure 10. The source code for a single node implementation on the C167 is discussed in

Appendix B.



Figure 10: Implementation of a one-node CCS on the C167

b) Implementation of a two-node CCS

In the second design, the CCS was designed to operate as a distributed system using two nodes: a
sampler node and a controller / actuator (CA) node (Figure 11). The sampler node was used to
calculate the vehicle speed. The calculated car speed was then sent over a network to the CA node.
On the CA node, the PID algorithm was used to calculate the required throttle position. The CA
node was also responsible for obtaining the required “set speed” value (from the driver). The nodes
were linked using a CAN bus running at 333.3 kbits/s.

In this particular implementation, a “Time-Time-Time” system was employed. As such, the
scheduling on both nodes was time-triggered and the network protocol was also time-triggered,
using shared-clock scheduling (Pont, 2001). On both nodes, the tasks were scheduled to execute
periodically. A “tick” message was sent from the sensor node at the beginning of every sensor node
“tick”. This message was used to synchronize the CA node. The sensor status and the car speed data
were also included in this message. An acknowledgement message from the CA node was then sent

back to the sensor node.

The source codes for the two-node implementation on the C167 boards is discussed further in

Appendix C.



Figure 11: Implementation of a two-node CCS on the C167

c) Results

The results for the two different implementation options were compared at four different set speed
values (60mph, 100mph, 170mph and 120 mph). Figure 12 shows the car speed for the two
different implementations. Although both the implementation options were very similar, there was
some slight differences. The results show that the single node implementation could maintain the

car speed more accurately to the desired speed compared to the two-node system.

200 4

1 5 9 13 17 21 25 29 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 101 105 109 113 117 121

One-node CCS = = =Two-node CCS

Set Speed ‘

Figure 12: The performance (speed) of the car for two different implementation options



Figure 13 shows the differences in the throttle performance for the different implementations. The
results indicate that the responsiveness of the controller to variations in the output signal for the

single node system was — again — slightly better than the two-node implementation.
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Figure 13: The performance (throttle) of the car for two different implementation options

These differences in the results can be attributed to the fact that the distributed system has an

additional delay element involved in the network communication. Such delays can have an impact

on the control performance of the system (Torngren, 1998).

9. Conclusions
In this paper, we have described a simple HIL testbed that can be used to quickly evaluate some

design and implementation strategies for embedded automotive control systems. Although this
system is incomplete, the case study shows that this simple setup can be used to compare different

implementation solutions for embedded control systems.
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Appendix A. Car environment model

Appendix A illustrates the code implementation of the Car Environment Model. The Car
Environment Model was implemented in C code, based on the design model in Section 3. The
implementation of some of the crucial tasks (as illustrated in Section 4) is documented in this

section. All the relevant source code in Appendix A was compiled using Open Watcom Versionl.1.

Main.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

Simple car simulation using DOS scheduler.

*x* Al]l timing is in TICKS (not milliseconds) ***

Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "main.h"
#include "sch dos.h"

#include "car.h"
#include "PRM Soft.h"
#include "Record Data.h"

#include "conio.h"
#include "stdio.h"

int main (void)
tByte Abort = 0;

// Set up the scheduler

// Timings are in ticks (~1 ms tick interval)
// (Max interval / delay is 65535 ticks)
SCH_Init();

// Prepare for the car simulation
Car Init();

// Prepare for PRM output
PRM Init();

// Prepare file to record data
Open Output File();

// Set LPT1 Data port to inputs! (open collector)
Port Write Bit (LPT1 Control,5,1);

// Add the Car simulation task - execute every 5 ms
SCH_Add Task (Compute Car Dynamics, 0, 5);



// Add the screen update function - execute every 100 ms
SCH_Add Task(Car Display Update, 1, 100);

// Add the PRM output - execute every ms
SCH_Add_Task (PRM Update, 2, 1);

// Record data to file 'result'
SCH_Add Task (Write To File, 3, 1000);

// Start the scheduler
SCH_Start();

while (!Abort)
// Hitting any key will abort the scheduling
Abort = SCH_Dispatch Tasks();

// Stop the scheduler

SCH_Stop () ;

// Set LPT1 Data port back to normal
Port Write Bit (LPT1 Control,5,0);

return O;

/* __________________________________________________________________ * —
—=== END OF FILE ---------cm - mm e e e e e e e e e e e e e e e e e e m e — =
K o el - */

Car.C
/* __________________________________________________________________ * —
Car.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

Simple Car Model for Cruise control

Contains functions to be used by the scheduler

Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include <stdio.h>
#include <conio.h>
#include <math.h>
#include "main.h"
#include "car.h"
#include "PRM Soft.h"
#include "console.h"

/] ------ Private Constants -----------------—--——-~-—~—-~-~—~—-
#define FRIC 50

#define MASS 1000
#define ENGINE POWER 5000



#define PULSE PER MILE 8000

// ------ Private Variables ---------------—--—--—--—-—-—-—-
static float 01ld_Speed;

float Throttle Setting = 0.0f;

float Speed;
float SAMPLE_RATE = 200.0f;

car_dynamics ()

Updates the dynamics of the car

void Compute Car Dynamics (void)

tByte Raw_Throttle;
float Accel,Dist;

// First obtain the current throttle setting
// Data port is forced open collector by init
// function in main.c

Raw_Throttle=inp (LPT1 Data) ;

Raw_Throttle = 255;

Invert this reading if cruise control interface pulls
active pins 'low'

Raw_Throttle=255-Raw_Throttle;

NN
NN

// Convert to float
Throttle Setting=((float)Raw _Throttle) /255;

// The car model

// Calculate instantaneous acceleration
Accel=((Throttle Setting*ENGINE POWER) - (Old Speed*FRIC)) /MASS;

// Calculate distance travelled since last sample
Dist=(float) ((0ld_Speed/SAMPLE RATE) +
(Accel/ (SAMPLE RATE*SAMPLE RATE))/2) ;

// Then determine speed for this sample
Speed=sqgrt ( (01ld_Speed*0ld Speed) + (2*Accel*Dist)) ;

// Get ready for next sample
0ld_Speed=Speed;

Car Init()

The car model initialisation function

// Clear screen and init variables
clrscr () ;

gotoxy (8,28) ;

printf ("Simple Car Simulator\n");
0ld Speed=Speed=Throttle Setting=0;

Car Display Update()

Update screen display with speed and throttle settings



void Car Display Update (void)
{
gotoxy (13,26) ;
printf ("Current Speed: %3.2f MPH \n", Speed*MS_TO MPH) ;
gotoxy (15,22) ;
printf ("Current Throttle Setting: %3.1f %% ",
Throttle Setting*100);
}
/* __________________________________________________________________ *
~--= END OF FILE ==--====m === e e mme o
*/



Appendix B. A one-node CCS implementation (C167)

Appendix B illustrates the code implementation of the CCS on a 16-bit C167 Infineon
microcontroller. The CCS was implemented in C code, based on the CCS design in Section 5 and
the implementation technique discussed in Section 6. The implementation of some of the key tasks
(as illustrated in Section 7) is also documented in this section. All the relevant source code in
Appendix B was compiled using Keil pVision2.

Main.C

Main.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

CCS program for Cl67 scheduler.
5MHz xtal, using PLL: 20 MHz CPU frequency. 1 ms ticks.
Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.h"

#include "Sch 167.h"

#include "LED 167.h"

#include "Counter.h"

#include "Act Compute Throttle.h"
#include "ADC 167.h"

#include "PC O.h"

#include "ASCO.h"

#include "Display RS232.h"

void main (void)

// Set up the scheduler
SCH_ Init();

// Prepare for the 'Flash LED' task
LED _Flash Init();

// Initialize Counter 7 to count pulses
Counter 7 Init();

// Set up the ADC for the Cl167
AD Init();

// Initial the port to write throttle value
Compute Throttle Init Init();

// Initialize the serial communication
ASCO_vInit();



// Prepare the elapsed time library
Display RS232 Init();

// - timings are in ticks (1 ms tick interval)
// (Max interval / delay is 65535 ticks)

// Periodic update of car speed
SCH_Add_Task (Sens_Compute Speed, 1, 50);

// Periodic PID calculation
SCH_Add_Task (Compute_Throttle, 4, 50);

// Obtain the new set speed periodically
SCH_Add_Task (Act _Get Ref Speed, 8, 1000) ;

// Add the 'PC LINK O Update' task
SCH Add Task (PC_LINK O Update, 5, 10);

// Update the set speed display once per second
SCH_Add_Task (Display RS232 Update, 6, 1000);

// Add the 'Flash LED' task (on for 1000 ms, off for 1000 ms)
SCH_Add_Task (LED_Flash Update, 0, 1000);

// Start the scheduler

SCH_Start () ;

while (1)
SCH_Dispatch Tasks();
}

}

/* __________________________________________________________________ * _
~--= END OF FILE ==--====m === oo me o
K o e m Mmoo - */

Counter.C
/* __________________________________________________________________ * —

Counter.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

Counter Initialization and scaling functions to calculate the
incoming speed pulses

Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.h"
#include "Port.h"
#include "Counter.h"

/] ------ Public variable -------------“--““~—-- -

#define FILTER COEFF 0.9
#define SCALING FAC 4

float Scaled speed G;
float 0Old_speed G;



Counter 7 Init()

- See below.

void Counter 7 Init (void)
// setup Timer 7 for pulse counting
// set Timer 7 mode as counter mode with positive edge trigerring
// External input form P2.15
T78CON &= OxFFO0O;
T78CON |= 0x0009;

// clear Timer 7 counter value
T7 = 0x0000;

// load CAPCOM2 Timer 7 reload register
T7REL = 0x0000;

// Interrupt on Timer 7 is disabled, just for pulse counting so
// no need for generating interrupt
T7IE = 0;

Scaled speed G = 0.0f;
0ld speed G = 0.0f;

Get Raw_Speed()

Reads the number of pulses that have been sent from the car

tWord Get Raw_Speed(void)
tWord raw_speed = 0;

// stop the Timer 7 counting
T7R = 0;

// Clear T7 interrupt request flag and retrieve the counter value
T7IR = 0;

raw_speed = T7;

// clear the counter
T7 = 0X0000;

// start Timer 7 to count again
T7R = 1;

return raw_speed;

}

Sens Compute Speed()
Gets the raw speed and scales the value to obtain the actual
speed of the car.
void Sens Compute Speed(void)
tWord raw_speed;

raw_speed = Get Raw_Speed() ;



Scaled speed G = ((float) (FILTER_COEFF * 0ld speed G) +
(float) ((1 - FILTER COEFF) * (raw_speed * SCALING FAC)));

0ld _speed G = Scaled speed G;

—-== END OF FILE ---=- === e oo

Act_Compute_ Throttle.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

Calculates the necessary throttle position using a PID algorithm
Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.h"
#include "Port.h"
#include "Act Compute Throttle.h"

// ------ Private variable definitions ------------------—--—--~—-~—~—-~—~-—-
extern tByte Ref Speed G;
extern float Scaled speed G;

#define PID KP (0.005) // Proportional gain

#define PID KI (0.0) // Integral gain

#define PID KD (0.01) // Differential gain

#define PID WINDUP_ PROTECTION (1) // Set to TRUE (1) or FALSE (0)
#define PID MAX (1) // Maximum PID controller output
#define PID MIN (O0) // Minimum PID controller output
#define SAMPLE RATE (20) // Define sample rate in Hertz
static float Sum G; // Integrator component

static float 0ld error G; // Previous error value

Compute Throttle Init()

- See below.

void Compute Throttle Init (void)

{

// P8.0 P8.7 switch on standard TTL input levels

// P7.0 P7.7 switch on standard TTL input levels

// P3.8 P3.15 switch on standard TTL input levels

// P3.0 P3.7 switch on standard TTL input levels

// P2.8 P2.15 switch on standard TTL input levels

// P2.0 P2.7 switch on standard TTL input levels

P7 = OxFFFF; // set port data register

ODP7 = 0x0000; // set port open drain control register
DP7 = OxFFFF; // set port direction register



Compute Throttle ()
Gets the speed of car and computed the new throttle position and

writes it to P6

void Compute Throttle (void)

{

unsigned char pc_throttle = 0; // throttle setting value for PC
// (8-bit unsigned)

static float throttle = 0; // actual throttle in floating
// point format

float car speed = 0; // actual speed (from the Pulse
// calculation)

float set_ speed = 0; // desired speed

float speed_error = 0; // speed error between desired
// speed and the actual speed

car_speed = Scaled speed G;
set speed = Ref Speed G;

speed _error = set speed - car_ speed;

// perform the PID control for getting the appropriate
// throttle settings

throttle = PID Control (speed error, throttle);
pc_throttle = (unsigned char) (throttle * 255);

Throttle Port = pc_throttle;

PID Control ()

Performs the PID algorithm

float PID Control (float Error, float Control old)
float Control new;

// Proportional term
Control _new = Control old + (PID KP * Error) ;

// 1if the desired speed has been achieved then should clear the
// accumulated error
if (Error==0)

Sum G = 0;

}

else

// Integral term
Sum G += Error;

}

Control new += PID KI * Sum G;

// Differential term
Control new += (PID KD * SAMPLE RATE * (Error - 0Old error G)) ;

// Optional windup protection
if (PID WINDUP_ PROTECTION)

if ((Control new > PID MAX) || (Control new < PID MIN))



{

Sum G -= Error; // Don't increase Sum...

}
}

// Control new cannot exceed PID MAX or fall below PID MIN
if (Control new > PID MAX)

Control new = PID MAX;
else
if (Control new < PID MIN)
Control new = PID MIN;

}

// Store error value
0ld_error G = Error;

return Control new;

/* __________________________________________________________________ * —
~=== END OF FILE == ----—mmm == mmmmmm oo oo e e o e e e
e K e e e */

ADC _167.C
/* __________________________________________________________________ *
ADC 167.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

Simple, single-channel, 10-bit A-D (input) library for Cl1l67
Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.H"
#include "ADC 167.h"

/] ------ Public variable definitions ---------——————————~—~—~—~—~—~—~—~—~—~—~—~-
#define MAX CAR SPEED 90 // Maximum car speed is set to 90m/s
// or 200 mph
// Stores the latest ADC reading
tWord AD result G;
tByte Ref Speed G;

long int Counter G = 0;

AD Init ()
Set up the A-D converter.

K oo */
void AD Init (void)



{
// fixed channel single conversion
// converts channel 0
// ADC start bit is set
// conversion time = TCL * 24
// sample time = conversion time * 1
ADCON = 0x0080;
ADCIR = 0;
ADCIE = 0;
ADEIR = 0;
?DEIE = 0;
/* __________________________________________________________________ * _

AD Get Sample()

Get a single data sample from the (10-bit) ADC.

K e e e */
void Act Get Ref Speed(void)

tWord Time_out_loop = 1;
tWord AD result = 0;

Counter G++;

// Start the conversion
ADST = 1;

// Take sample from A-D (with simple loop time-out)
while ((ADBSY == 1) && (Time out loop != 0))

Time out loop++;

if (!Time out loop)

AD result G = 0;

}

else

// 10-bit A-D result is now available
AD result G = ADDAT;

// Scale the set speed to the maximum car speed
Ref Speed G = (tByte) ((AD result G / 1023.0f) * MAX CAR SPEED) ;

}

===~ END OF FILE -----= === - === m - m oo m oo oo o oo



Appendix C. A two-node CCS implementation (C167)

Appendix C illustrates the code implementation of the CCS on the 16-bit C167 Infineon
microcontroller. The CCS was implemented using the Shared-Clock CAN architecture with a
Master and Slave node. Some of the files are illustrated in here. All the relevant source code in

Appendix C was compiled using Keil pVision2.

Main.C (Master node)

Main.C

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

PROGRAM FOR A DISTRIBUTED 2-NODE CRUISE-CONTROL TTT SYSTEM

MASTER NODE (SPEED SENSOR)

* k%% lmS thk * k%%

Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.h"

#include "LED 167.h"
#include "SCC_M1e67.H"
#include "Counter.h"

void main (void)

// Set up the scheduler
SCC_A MASTER Init T2 CAN();

// Set up the flash LED task
LED Flash Init();

// Initialize Counter 7 to count pulses
Counter_ 7 Init();

A i i LI
// TIMING IS IN TICKS (1 ms tick interval)

/] =l

// Periodic update of car speed
SCH_Add Task (Sens_ Compute Speed, 0, 50);

// Periodic flashing of LED
SCH_Add_Task (LED Flash Update, 1, 1000);

// Start the scheduler
SCC_A MASTER Start () ;



while (1)

SCH_Dispatch Tasks();

}
}

/* __________________________________________________________________ * _
—-== END OF FILE ---- == - e e e e e e e e
K o o e mm Ml - */

Main.C (Slave node)
/* __________________________________________________________________ * —
Main.c

Original Author: Michael J. Pont
Modified by Devaraj Ayavoo

PROGRAM FOR A DISTRIBUTED 2-NODE CRUISE-CONTROL TTT SYSTEM

SLAVE NODE (CONTROLLER/ACTUATOR NODE)

**x**x Img tick ***x*

Some of this code is adapted from examples which appear in the book:

PATTERNS FOR TIME-TRIGGERED EMBEDDED SYSTEMS by Michael J. Pont
[Pearson Education, 2001; ISBN: 0-201-33138-1].

The code may be freely distributed, provided that this header
is clearly visible in all copies.

#include "Main.h"

#include "LED 167.h"

#include "SCC _S167.H"

#include "PC O.h"

#include "ASCO.h"

#include "Display RS232.h"
#include "Act Compute Throttle.h"
#include "ADC 167.h"

void main (void)

// Set up the scheduler
SCC_A SLAVE Init CAN();

// Set up the flash LED task (demo purposes)
LED Flash Init();

// set up the ADC for the C167
AD Init();

// Initial the port to write throttle value
Compute Throttle Init () ;

// Initialize the serial communication
ASCO_vInit();

// Prepare the elapsed time library
Display RS232 Init () ;

// TIMING IS IN TICKS (1 ms tick interval)
J] ==l



// Periodic PID calculation
SCH_Add_Task (Compute Throttle, 1, 50);

// Obtain the new set speed periodically
SCH_Add_Task (Act_Get Ref Speed, 0, 1000);

// Add the 'PC LINK O Update' task
SCH_Add_Task (PC_LINK O Update, 4, 10);

// Update the display set speed once per second
SCH_Add_Task (Display RS232 Update, 5, 1000);

// Periodic flashing of LED
SCH_Add_Task (LED_Flash Update, 2, 100);

// Start the scheduler
SCC_A SLAVE Start () ;

while (1)

{

SCH_Dispatch Tasks();
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Abstract

Embedded systems are increasingly being designed in a system-on-chip (SoC) form to save
costs. Often, a field programmable gate array (FPGA) device is used to contain the processor,
memory and devices used by the system. In this environment, it is possible to make use of an
application-specific instruction processor (ASIP) in place of a conventional processor, and it is
also possible to add customised co-processors to the device. Both of these technologies can be
optimised to accelerate a particular application, potentially reducing hardware costs and power
consumption.

However, embedded systems are generally also real-time systems, and the current approaches
for determining where optimisations should be applied fail to take this into account, neglecting
important real-time properties such as deadlines and response times. We demonstrate that
designers may be led to poor optimisation decisions by such approaches, then show how timing
properties may be combined with profile data to allow informed optimisation choices to be made.

1 Introduction

Embedded systems designers frequently wish to reduce per-unit cost and power consumption, while
at the same time avoiding increasing design costs. The use of Field Programmable Gate Array
(FPGA) and Application Specific Integrated Circuit (ASIC) technologies allow per-unit cost, power
consumption and overall system size to be reduced by fitting most system components onto a single
chip. This is known as a system-on-chip (SoC) architecture.

FPGAs and ASICs allow hardware to be customised to a particular application, which can allow
substantial savings to be made. The general approach involves moving frequently executed sections of
code into hardware, which can increase the speed of the entire system. A simpler processor or slower
system clock frequency can be used, perhaps saving cost, power, physical space, or some combination
of the three.

Application Specific Instruction Processors (ASIPs) allow system performance to be optimised
at the architectural level by inclusion of custom hardware within the processor to support new in-
structions (e.g. [20, 4, 3]). Thus, they require modification of an existing processor core. ASIP
manufacturers sell this existing core with the tools needed to customise it.

Custom co-processor devices allow customised hardware to be included at the bus level. They
can be added to any system with any processor core. They also execute independently of the main
processor, so some parallelism is possible.

In both cases, the key design time issue is that of function selection, i.e. which functions of the
application should be implemented with custom instructions or using a co-processor. Conventionally,
this is achieved by revealing frequently executed areas of code using a profiler [20, 24, 2]. These areas
are then translated into either a hardware description language (HDL) for inclusion in a co-processor,
or, in the case of an ASIP, into a combination of assembly code and custom instruction descriptions
in a HDL. This process can be carried out automatically [2], but it is best to do the work by hand,



because a designer will have a high level understanding of the function of a particular piece of code
which cannot be derived from source code, allowing the hardware to be used more efficiently [12].

In this paper, we assume that the platform is such that either an ASIP approach or co-processor
approach could be taken, and that a hybrid approach combining elements from both is possible. In
practice, the designer may be constrained to one particular choice by hardware or cost restrictions.
In this case, the work is still applicable, but some of the choices are restricted.

In a hard real-time system, many distinct processes with different timing characteristics must
share processing resources. In this environment, current approaches for function selection are not
effective. Profiling individual processes does not reveal where the best system-wide improvement can
be made, especially where processes interact with each other. This paper focuses on the need for
improvements to existing approaches for function selection, and proposes methods that may be used
to improve the existing approaches. These methods are then applied within a case study.

The paper is structured as follows. In section 2 background and previous work is discussed.
Discussion of instruction selection issues for real-time systems is given in section 3, and section 4
details the solution that we propose to avoid the problems inherent in current approaches. Section 5
presents the results of a practical case study. Finally, conclusions are given in section 6.

2 Background
2.1 ASIPs

ASIPs are conventional processors that allow additional custom instructions to be added to the
standard instruction set architecture (Figure 1(a)). Custom instructions are defined at design time:
the hardware to execute them essentially forms a fixed part of the ASIC (or FPGA softcore). Usually,
the instructions are incorporated within the RTL for the entire processor [4].

The number of custom instructions allowed is limited primarily by the target hardware, not
the ASIP or instruction set. The overhead of incorporating custom instructions, in terms of the
additional hardware required, is significant. In [23], “a few additional instructions” need “18,000
additional gates” in one sample application, with “image filtering and color-space conversion” custom
instructions needing an “additional 64,100 gates” for another application. The basic processor requires
only 25,000 gates [21].

Usually, the types of custom instructions permitted can be quite complex, e.g. single-instruction
multiple-data (SIMD) vector processing and multiply-accumulate (MAC) instructions [23]. Often,
custom instructions are kept to a single cycle in length, although they may have state, enabling more
complex functionality to be implemented [23].

2.2 Customised Co-processors

In some applications, it may be inappropriate or impossible to include custom hardware within the
processor data path. For example, the processor may not be user-modifiable, being a hard core within
an FPGA, a soft core that is sold without RTL source code, or a prefabricated chip. It is also possible
that the designer wishes to exploit the isolation between a co-processor and the main processor and
have tasks running in parallel on both of them, or that the RTL for a particular function may require
a level of complexity that is not available within the data path, such as a need for extremely wide
registers.

In these cases, a customised co-processor may be placed on an external bus (Figure 1(b)). The co-
processor is often a memory mapped device, with the ability to generate an interrupt when processing
is complete. Co-processors must be self-contained devices, including both the hardware required to
carry out the desired function, and control hardware to manage bus accesses, which does mean that
they take up more hardware space than the equivalent custom instruction based implementation.

We consider only the case of customised co-processors which are used to speed up processing
functions. In practice, it is common for device driving hardware to do some processing itself in order
to assist the main processor (such as CRC/parity checks in communications hardware), but as this
function is not easily separable from the hardware itself, device driving processors are not considered
to be co-processors for the purposes of this paper.
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a customised co-processor is generally an additional memory mapped device on the system bus,
connected to an interrupt line which is used to signal task completion.

Cascade [2] is a commercial co-processor generation tool providing similar features to ASIP design
tools [20]. Unlike custom instructions, co-processors can be arbitrarily complex, and may execute in
parallel with the main processor. The number of co-processors that can be introduced is effectively
limited only by the size of the hardware platform. However, the communication overhead with a
co-processor is substantial. Co-processors have no access to processor registers, and all data must be
transferred to and from them via the system bus. For these reasons, co-processors are more suited to
complex tasks that take a substantial length of time to process.

2.3 Common Features

The use of either technology may lead to a need for a large FPGA or ASIC, with associated higher
costs and power consumption. However, these problems can be reduced by effective selection of code
for optimisation. Conventionally, an iterative process is used [20, 24, 2, 11], involving code profiling
to find the best places for optimisation, and then implementation of that optimisation using custom
instructions or a co-processor. This process is repeated until the code executes sufficiently quickly.

The use of profiling for optimisation selection is similar to the simulation approach used in classic
co-design methodologies [13, 17], where profiling is used to decide which application functions are to
be implemented in a co-processor. In that case, the implementation is automatic, essentially a direct
translation of the software source code to hardware. This highlights an important distinction between
co-design and the more recent approaches, in that ASTP approaches rely on the designer to implement
the custom instructions, and to make the final decisions about implementation strategies (Cascade
makes similar provisions for co-processors). Better optimisations can be made by applying a high-
level understanding of the application’s requirements, which avoids the sub-optimality of automatic
software to hardware translation [12].

However, the profiling approach is limited, as it does not address real-time performance issues
arising from multiple interacting processes with complex timing requirements. While [3] does propose
tools to profile process performance characteristics within a real-time system, there is no attempt to
relate the profiling information to any form of timing analysis in order to guide the selection of custom
instructions or co-processor functions.

As the number of custom instructions and co-processors will always be limited by the amount
of hardware available, correct selections must be an essential part of optimising system design. The
correct choices can minimise hardware cost and power consumption, and may allow the system clock
frequency to be reduced. However, making these choices remains an open issue in the context of
real-time systems.



Figure 2: WCET Calculation and Refinement.

3 ASIPs, Co-processors and Real-Time Systems

The correctness of a real-time system is dependent on when an application function occurs, as well
as the correct operation of that function [7]. Too early and too late are equally bad. Typically, a
real-time system consists of a number of application processes, each with specific timing constraints.
Hard real-time systems (such as safety-critical systems) contain processes with deadlines that cannot
be missed without possibility of catastrophe (e.g. aircraft engine failure).

Hard real-time systems have processes that are either periodic, i.e. invoked at regular (fixed)
intervals; or sporadic, i.e. are invoked at random times, but with an enforced minimum time between
successive invocations. Note that the effects of sporadic processes are bounded, but the precise times
at which they are invoked are not known a priori. User input and network traffic are both examples
of sporadic processes.

Processes may share resources, such as a software buffer (i.e. memory block) in an exclusive
manner, such that blocking may occur when a process wishes to access a shared resource. Also,
processes may be affected by interrupts, and operating system overheads (e.g. context switch times).

For hard real-time systems, temporal predictability must be proved prior to system execution -
i.e. timing requirements must be shown to be met offline. Testing cannot show the absence of
timing faults, hence analytical approaches are used [7]. Timing analysis models the worst-case timing
behaviour of the system, given the scheduling (and resource management) policies incorporated in
the operating system. For each process, its worst-case response time (i.e. elapsed time between
invocation and completion) must be no greater than its deadline. The response time is dependent
upon its own computation time, the execution times of other processes, and any time that the
process must wait (i.e. whilst blocked) for access to shared resources (e.g. shared memory used in
inter-process communication and synchronisation, physical devices). Many such analysis methods
have been proposed, for different scheduling policies, e.g. fixed-priority (FP), earliest deadline first
(EDF) [7].

Within real-time systems, there lie a number of opportunities for the use of custom instructions
and co-processors to improve performance, in terms of process response times. The remainder of this
section proposes different strategies that could be used.

3.1 Reducing WCET

The response time of an individual process is dependent upon its own computation time. For hard
real-time systems, the worst-case execution time (WCET) is used. This represents the worst-case
timing path through executable code of a process [7]. This is calculated by breaking the process code
into a graph of basic blocks (single entry /single exit blocks of non-branching code), as given in Figure
2(a). A basic block will always execute in a constant time (assuming conservative pipeline and cache
behaviours). The WCET for a process can be computed by finding the path through the graph that
maximises the total process time, in this case 11. Note that to calculate WCET requires bounded
code, i.e. bounded loops (Figure 2(b) shows a process with undefined WCET, due to its unbounded
loop).

ASIP-style custom instructions and co-processors can often replace one or more basic blocks.
Conditional statements and loops can be parallelised so that they always execute in a fixed time.
Figure 2(a) might be simplified to Figure 2(c) by the addition of a custom instruction which replaces
some of the blocks, resulting in a revised WCET of 6. In all cases, if the WCET is known before the
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use of custom instructions, it will be known afterwards.

3.2 Reducing Main Processor Utilisation

Co-processors can also be used to replace basic blocks, but a co-processor is capable of much more
than a single custom instruction. There is potential for parallelism between a co-processor and the
main processor: both can execute at once, whereas custom instructions operate just like regular
machine instructions - if one takes many clock cycles to execute, the processor pipeline will become
stalled and the entire processor will wait for it to complete. Co-processors can take as long as they
need to complete without stalling other processes, if the system is designed to take advantage of
parallelism. Additionally, it is possible for a co-processor to speed up the system as a whole even if
it is no faster than the equivalent software implementation.

The limited parallel model proposed in [5] may be used to model the parallel operation of co-
processors. [5] distinguishes between co-processors that are invoked in a master/slave scenario, in
which the main processor (master) waits for the co-processor (slave) to complete, and those that
are used in a parallel scenario, and describes how co-processors used in the latter scenario can be
incorporated into a timing analysis.

However, [5] does not consider how the functions of co-processors should be selected. Nor is context
switch and communication time considered. However, all of these factors are of high importance in a
practical application. Using a co-processor takes time for communication of data across the memory
bus, and will also result in a context switch if parallelism is being utilised, as the main processor
will begin executing another task after the co-processor has begun execution. Context switch and
communication time are significant unless the co-processor execution time is far greater than both of
them.

3.3 Improving Response Times using Custom Instructions

Consider processes X, Y and Z with WCETSs of 3, 7 and 4 units, and deadlines of 4, 9 and 25
respectively. Both X and Z are sporadic (with minimum inter-arrival times 6 and 40 respectively), Y
is periodic (with period 20). They are assigned priorities such that X > 7Y > Z.

For a fixed priority scheduling policy, the worst-case response times of X, Y and Z are 3, 15 and
22 respectively. Thus, X and Z meet their deadlines, whilst Y does not (15 > 9). At run-time some
invocations of Y will meet their deadlines if X is not invoked at its maximum frequency (Figures 3(a)
and (b)), but in the worst-case it will miss its deadline if X is invoked (Figure 3(c)).

Conventional profiling may suggest targeting process Y for custom instructions as it has the
highest WCET. This is not supported by timing analysis, as even reducing it to 4 units (from 7)
leaves the modified response time (10) still exceeding the deadline (9). This is due to the worst-case
involving two invocations of X (see Figure 4).

In this case, X is a better target for optimisation, even though it is the shortest process when
profiled in isolation. Reducing its WCET to 1 unit reduces the response times of X, Y and Z to 1, 8
and 13 respectively.
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3.4 Reducing Effects of Process Interaction

A further sporadic process (W) is added to those in the example of section 3.3. W has a WCET of
3 units, and both W and Z make use of a resource, R. Each time W runs, it locks R for 3 units, and
each time Z runs, it locks R for 1 unit.

Z’s WCET (4) is greater than W’s (3). Conventionally, Z would be targeted before W. However,
W locks a shared resource for a longer period of time than Z. W may block Z by up to 3 units, as Z
has to wait for W to release the lock on R. In this situation, it may be beneficial to target W and
reduce the amount of time that R is locked for. As before, profiling W and Z in isolation will not
reveal this behaviour.

3.5 Summary

Hardware implementations of software functions can speed up the entire system, but the correct
function must be chosen for hardware implementation. A method for finding that function is needed.
Furthermore, because there are different types of hardware implementation, the method must be also
able to suggest which type of implementation would be best: custom instructions, or a co-processor.
The method must take the timing properties of processes (e.g. deadlines) into account, along with
their run time behaviour (e.g. inter-process interaction).

4 Our Solution to the Real-Time Function Selection Problem

We present a solution to the problem. The solution first describes the selection of a set S of basic
blocks from a process P (S C P), which is the set to be optimised by hardware implementation. Then,
a method of selecting the best type of implementation is described.

Function selection can be carried out either by measurement or analysis. An analytical method for
finding S would take the known worst-case minimum period between each execution of a process, and
use it to calculate the worst-case execution frequency of each basic block in that process. However,
this approach omits information about process interaction and is likely to be overly pessimistic, as it
must assume the worst case in all cases.

Measurement is a more straightforward alternative, requiring far less analysis and yielding “typi-
cal” performance values instead of the worst cases. It is done by profiling a prototype of the system.
This will reveal a set of candidates for S, which we will call C. The prototype must be run in con-
ditions that simulate actual operation, as system behaviour may be dependant on input data. The
advantage of this measurement approach over analysis is relative simplicity.

This is not conventional profiling of a single process or application. The entire real-time sys-
tem, including operating system, is profiled, thus implicitly incorporating information about process
interaction. We refer to this type of profiling as whole-system profiling.

4.1 Choosing S by Analytical Methods

We now have the set C, containing some sets of basic blocks that are frequently executed. These sets
are candidates for S. An analytical method may be used to find the best candidate.

First, calculate the WCET of every process. Next, calculate the direct effect that the choice of
each candidate will have on the WCET of each process. Each candidate will affect only one process
(the one that it is part of). The effect will be a reduction in the WCET, due to some part of the
process being implemented in hardware. Put this data into a table similar to Table 1, which lists
resulting WCETs for each candidate choice.



Candidate | Proc. A WCET | B WCET | C WCET

None chosen 15 10 6
Choice 1 15 8 6
Choice 2 10 10 6
Choice 3 9 10 6
Choice 4 15 10 2

Table 1: The effects of each choice of S on the WCET of each process.

Candidate | Proc. A WCRT | B WCRT | C WCRT

None chosen 15 25 56
Choice 1 15 23 29
Choice 2 10 20 26
Choice 3 9 19 25
Choice 4 15 25 27

Table 2: The effects of each choice of S on the WCRT of each process. We have assumed that process
A has a period of 30, and B and C have periods of 40.

Using these figures, it is possible to calculate the worst-case response time of each process for each
candidate. Table 2 shows an example using the figures from Table 1. The worst-case response times
must all be less than or equal to their associated deadlines, so this will allow some candidates to be
eliminated. For example, if the deadline for process C was 26, then choices 1 and 4 (and “none”)
would be eliminated in this example.

The only remaining candidates are “safe” - no matter which one is chosen, deadlines will be met.
The best one should be chosen. We consider the best choice to be the one that minimises overall system
utilisation, as this may allow the designer to use a lower clock frequency or a cheaper implementation
platform. Table 3 shows the utilisation figure for each (remaining) candidate, calculated by dividing
the WCET of each process by the period of that process, and adding up the results.

This indicates that the third candidate is the best choice for S. However, there is one aspect of
this choice that has not yet been checked: what is the effect on other processes? This aspect is best
examined by simulation or prototyping. Attempting to model process interaction is defeated by the
same problems that defeat fully static analysis of large programs - there are too many variables. We
recommend either implementing S, or implementing a software model of S, and then testing it out.
The next section will describe the use of software models as part of an alternative to an analytical
approach.

4.2 Choosing S by Non-analytical Methods

Analytical methods are not always appropriate. In the previous section, we made the assumption
that the WCET of every process could be calculated. This is not always possible. We also assumed
that the set of processes was fixed, and that the system was a hard real-time system in which every
process has a precisely defined period or minimum inter-arrival time. In practice, embedded systems
are not always so simple. Many are soft real-time, and meeting deadlines is a quality-of-service issue
instead of a safety-critical issue. These systems are often under-engineered from a hard real-time
perspective - they work perfectly provided that processes don’t need much more time than their
average execution time.

For such systems, we propose the use of a non-analytical method. One could evaluate each possible
candidate for S in a prototype or simulation, and choose the one that works best. This is similar to

Candidate | Utilisation
Choice 2 1.48
Choice 3 1.40

Table 3: Utilisation figures for each remaining candidate.
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the co-design approach to finding the best hardware/software partition, but it is directed only at a
few likely candidates rather than all functions.

Evaluating each candidate would normally involve substantial implementation work. Fortunately,
this does not have to involve any hardware design, as simulators should allow the use of a software
model of some hardware. The software model carries out the same job that the hardware would do.
It will generally be based on the original software. It is even possible to use software models that
are incomplete implementations, provided that they have the correct timing properties, because this
step only examines the effect of a particular choice on the overall timing of the system.

This technique allows each candidate to be modelled in the simulator or in the prototype. The
designer can try out all the possibilities with very little implementation effort, and use profiling data
from the prototype or simulator to choose the candidate that best fits the requirements. This approach
will also show up any problems arising from process interaction. In effect, the period information
that was incorporated by analysis in the previous section is incorporated implicitly by this technique.

4.3 Choosing the Implementation Type for S

Having found a suitable set of basic blocks for hardware implementation (S), we consider four possible
implementations, which are shown in Figure 5.

Using custom instructions to carry out some of the operations in S reduces the execution time
in comparison to software alone, and no extra communication or context switch time is introduced,
because the custom instructions are fully inlined in the program and their operations are entirely
register-bound.

Using a non-parallelised co-processor introduces some extra communication time, because the
data that the co-processor uses must be sent to it, and read back after completion. Co-processors
have no access to main processor registers. The software process waits for the co-processor to finish,
so no context switching takes place.

Using a parallelised co-processor introduces context switch time, because other processes may
execute while the co-processor is operating. Figure 6 shows a process P, which is partly implemented
using a co-processor. Processes Q and R, which have lower priorities than P, execute while the co-
processor is active. As soon as the co-processor finishes, the operating system returns control to P.
As Figure 6 illustrates, two extra context switches are needed to support the parallel operation of the
co-processor. Even if there were no lower priority tasks, this would still be the case, as the operating
system would switch to the idle process.

Clearly, the different approaches have distinct advantages in different scenarios. Fortunately, a
simple timing model can be used to predict which approach is best matched to a particular scenario.
Let:

e N be the number of invocations of S during P,

e T, be the co-processor WCET for S,
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Implementation WCET Utilisation
Software only NT; NT,
Custom inst. NT; NT;
Co-proc. N(T.+1Tp,) N(T. +1T,)
Co-proc. (par.) | N(T.+ Ty +Tp) | N(T.+2T,)

Table 4: Equations to allow WCET and utilisation time to be calculated for each implementation.

o T, be the software-only WCET for S,
e T; be the custom instruction WCET for S,
e T, be the context switch time, and

e T, be the overall (bi-directional) co-processor communication time.

For each implementation, Table 4 gives equations to work out the WCET and utilisation time.
Utilisation time is equal to WCET in all cases, except for the parallel co-processor case. In that
case, the main processor is not in use during co-processor execution, and utilisation time may be
considerably less than the process execution time. Designers can use each of these equations to work
out the overall utilisation for that implementation and choose the minimum.

We can expect T; to be approximately equal to T,,. Any optimisation that could be applied to a
co-processor to make it more efficient could also be applied to a custom instruction execution unit.
We can also expect both T; and T}, to be less than Ts: there is always a speed gain from moving
software components into hardware, provided that the move is carried out correctly. However, no
predictions can be made about the relationship between the other figures. The advantage of one
approach over another depends critically on the values of T, and T, in relation to T}, and T;.

To summarise this informally, if the context switch time dominates the co-processor execution
time, then a custom instruction approach is likely to be better. However, if this is not the case,
then significant processor time could be made available to other processes by the use of a parallel
CO-ProCcessor.

5 Case-Study: PDA

This section describes the application of our methods toward effective use of custom instructions
and co-processors in a sample real-time platform: a personal digital assistant (PDA) with wireless
networking and telephony support.

5.1 Experimental Platform

The Simplescalar [6] ARM simulator was augmented to form a generic ASIP with capacity for 256 cus-
tom instructions, accessed using opcodes that are undefined on a standard ARM processor. Custom
instructions are implemented in C, and attached to Simplescalar using a plug-in system. Addition-
ally, support for simulated memory-mapped co-processors was added to the simulator. Again, these
co-processors are implemented in C, and attached as plug-ins.



WCET/us | Deadline/us | Period/us
\% 59,400 250,000 250,000
N 2160 2160 700
I 60,000 100,000 100,000
J 280,000 1,000,000 | 1,000,000

Table 5: PDA process timing characteristics.

Due to a limitation in Simplescalar, any custom instruction taking more than one clock cycle to
complete is assumed to stall the processor until it completes. Simplescalar does not support execution
units that require an instruction-dependent number of clock cycles for their work.

The RTEMS [19] real-time operating system was ported to run within this simulator. RTEMS
supports multiple processes with fixed priority scheduling. The port of RTEMS has been extended
to make process execution statistics available. The amount of time spent in each process (including
the idle process) is accounted.

5.2 Description of the PDA

The PDA has next-generation capabilities: wireless networking support and voice-over-IP (VOIP)
support which can be used to place and receive telephone calls. The PDA also has typical features,
such as a touch-sensitive screen. The effects of the different approaches towards custom instruction
selection can be shown by concentrating upon three high-priority processes of particular interest:

1. V: the periodic process for VOIP processing;
2. N: the sporadic process driving the network interface;

3. I: the sporadic process which responds to user input.

A fourth process is also of interest. J is a graphics rendering process which runs sporadically to
support a web browser. Its primary function is decoding JPEG images for display on screen. This
process has a lower priority than the other three.

Processes V and N are active during a phone call, because voice encoding and decoding are taking
place, and data is sent and received over a network. They must run at a high priority, as a call cannot
be interrupted by other applications on the PDA. Process I becomes active when the user enters data
into the PDA, by using a stylus on the touch screen. This must be responsive, even during a call.

The functionality of V, N, I and J is described further below. Table 5 shows the timing char-
acteristics of software implementations'. The WCET values were discovered by measurement using
the same sample data used throughout the case study. As can be seen by the disparity between the
WCET and period of N, this is a soft real-time system.

5.2.1 N: Network Subsystem Process

The PDA wireless networking interface requires a software protocol stack, a low-level hardware driver,
and an encryption system (for security). Wireless networks generally use WEP (wired equivalent
privacy) technology, as it is specified as part of the 802.11b standard. We modelled this encryption
system with 3DES, implemented using libdes [10].

The networking subsystem is modelled as a high priority process (N) that executes whenever a
network event is signalled by the release of a semaphore. On execution, it copies a 1kb “packet” from
one area of RAM to another, and encrypts that data using DES. This model captures both reception
and transmission of data.

Network events are signalled by V to model the flow of data in and out of the system, but they
are also signalled randomly to simulate traffic generated by other applications or other computers.
The frequency of these random events is one of the parameters of the system that can be changed.

1700ps is the minimum possible inter-arrival time for N. It was computed by assuming that packets of 1kb arrive
at the maximum rate over an 11Mb/s wireless network.
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5.2.2 V: Voice Subsystem Process

The PDA assumes a voice subsystem consisting of a G.721 codec. G.721 is a predecessor of the GSM
standard, used for telephone-quality voice compression. Since the PDA receives and transmits voice
data, V is split into a decoding and an encoding process which use the codec.

The MediaBench [16] benchmark suite implementation of G.721 was utilised, as it is ideal for use
in an embedded environment. The codec operates on real voice data that is sourced from RAM, at a
fixed rate of 4000 bytes per second. The data is handled in blocks of 1000 bytes which arrive every
250ms.

5.2.3 I: Input Subsystem Process

PDAs allow the user to enter data by using a stylus to draw glyphs on the screen. A simple form
of handwriting recognition is performed on the glyphs. The input subsystem used here is modelled
using the open-source gesture recognition program Wayv [18]. A recording was made using a desktop
PC of various gestures being entered into Wayv. This is played back into a Wayv process running
within the embedded system to simulate a user entering several symbols per second into the PDA.

5.2.4 J: Graphics Rendering Process

As the PDA has network connectivity, a web browser is provided. The web browser is able to render
graphics in JPEG format. Process J handles JPEG decoding for this purpose.

We assume that the PDA decodes one image every second. Images are taken from a set of small
pictures, each between 5k and 25k in size, intended to be representative of the types of image found
on most web pages. The libjpeg [14] implementation is used.

5.3 Priority Assignment

N is assigned the highest priority. In a real system, the network subsystem would be interrupt driven,
and thus would have one of the highest possible priorities.
Process I presents a choice, as priorities could be assigned so that I <V < N, or so that V < I <
N. It is difficult to tell which configuration will yield the best results, so we experiment with both.
Process J has the lowest priority of all. Loading images is not a critical task.

5.4 Using a Software-Only Approach

The simplest way to implement the four subsystems is through software alone, with no special ASIP
instructions. In this configuration, the system was allowed to run for ten seconds of simulation
time: just over 250 million clock cycles with a clock frequency of 25MHz. Throughout execution, a
simulated phone call was in progress, and a new JPEG image was loaded every simulated second.

Execution statistics were gathered after simulation. Figure 7 shows the distribution of CPU
time between the processes over the execution period with the input process disabled, assuming no
sporadic network events occur. Here, V takes up most of the processor’s non-idle time: it is split into
an encoding and decoding process.

Figure 8 shows the change in CPU idle time as the level of network traffic increases. We measure
the network traffic by counting the total number of randomly generated network packets received
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Figure 8: Changes in CPU idle time as network traffic increases, using software-only process imple-
mentations.

during the simulation run. In the scenario without any input during the call, the system can support
up to 600 packets of network traffic before becoming overloaded.

5.5 Conventional ASIP Improvements

The ASIP method for improving the implementation involves first profiling it to find the most fre-
quently executed parts (the hot spots), and then improving those places by replacing many instruc-
tions with a single custom instruction. Each process is isolated, and profiled separately to find its
hot spots.

If this is done, then it will immediately become apparent that V takes up much more CPU time
than N (Table 5). Using a conventional profiling approach, one might assume that the G.721 code
would be the place to make improvements.

Profiling V in isolation reveals that most execution time is spent in the quan() function, and
most of the calls to that function have a particular parameter set. The entire function can be moved
into hardware as a custom instruction: even though it contains a loop and a condition, a high-level
understanding of the purpose of the function (evaluation of logs) allows it to be replaced with a
simple hardware device (a priority encoder). We can expect this to take up just 11 LUTs (look up
tables) on a Xilinx Virtex FPGA.

Much execution time is also spent in the fmult () function, which can also be replaced by hardware.
The function is more complex - the cost of the extra hardware will be 352 LUTs. To reduce this
cost, two different implementations were tried: “fmult a” is an all-hardware implementation of the
function, and “fmult b” is a hybrid hardware/software implementation.

Figure 9 shows the results of the various enhancements to V. The “fmult a” improvement is the
most successful, allowing up to 300 more sporadic network packets than the software-only solution.
This improvement requires the definition of two custom instructions for quan() and fmult ().

5.6 Improving Response Times

The type of improvements discussed in the last section are the type which would be naively applied
if the developer relied on a conventional profiling approach and improved the high-priority process
that used the most CPU time: V. However, when we apply our method (see section 4), we are able
to make a better-informed choice.

Our method begins by obtaining a whole-system profile, which we obtain by simulating the entire
system using our modified version of Simplescalar. We obtain a whole-system profile under heavy
network load conditions to gain information that is valid in the worst case. The most frequently
executed code sections are listed in Table 6.
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Figure 9: Effects of hardware improvements to V.

Exec. time Symbol Name Process
41.2% des_encrypt N
15.5% predictor_zero \%
12.0% update \Y%

5.7% jpeg-idct_ifast J
5.5% predictor _pole \Y%
3.7% | jinit_color_deconverter J
2.7% jinit huff_decoder J

Table 6: Results of whole-system profiling for the case study.

This profiling turns up one clear candidate for optimisation. Most of the processing time is spent
in process N, in the des_encrypt () procedure. V is also a candidate. Investigation reveals that an
inlined version of quan() accounts for most of the time used by predictor zero() and update(),
as we found in the previous section. So in this case C = {des_encrypt,quan}. Our candidates are
the DES encryption code from process N and the quan() code from process V.

In contrast to V, each execution of N does not use much CPU time. However, random network
activity makes N a very significant user of CPU time, as Figure 10 illustrates. In Figure 10, handling
network traffic accounts for over 50% of the processor’s time.

In order to apply the analytical method to find the effects of each choice from C on the system,
we first compute the effects of a hardware implementation on the WCET of each process, and find
that V’s WCET is reduced from 59,400us to 23,500us (choosing the best implementation option) and
N’s WCET is reduced from 2160us to 60us. Using this data, we compute the worst-case response
time of each process, with each choice from C. Table 7 shows the results.

Table 7 clearly shows that the only candidate that can be chosen for optimisation is des_encrypt ().
If no optimisations are carried out, then N is capable of starving both V and J of any processor time,

[JVoice Encoder (V)
[l Voice Decoder (V)

[ Network (Sporadic) (N)
[ Network (Periodic) (N)

Figure 10: Distribution of CPU time between processes during high levels of network traffic.



Candidate | N WCRT/us | V WCRT/us | J WCRT/us
none 2160 00 00
des (N) 60 64,980 436,240
quan (V) 2160 00 00

Table 7: Worst-case response times of all processes for each choice from C.

Implementation | WCET/us | Utilisation/us
Software 2,160 2,160
ASIP-style 60 60
Co-proc. 55 55
Co-proc. (par.) 60 58

Table 8: Values for the WCET and utilisation of process N, with four different implementation
options.

as evidenced by their infinite WCRT values. This is because the minimum inter-arrival time of N is
less than the WCET of a software implementation of N. In the worst case, network traffic can prevent
any other processes from running, even if quan() is optimised. Therefore, des_encrypt () must be
optimised first. Having done this, response time analysis predicts that N, V and J will meet their
deadlines (700, 250,000 and 1,000,000us respectively).

5.7 Possible Implementations of DES

Hardware optimisations for software are considered to take one of two forms in this work. As described
in section 4.3, either a co-processor or ASIP-style custom instructions could be used. The method
from section 4.3 will now be applied to find the best method to be used in this case.

The software-only WCET for N (T;) is 2160us. Using an ASIP-style approach, two types of
implementation are possible: a single instruction that carries out the entire DES operation, or an
implementation based on seven simple custom instructions, as described in the example in [24]. The
first approach yields a WCET of 60us, and the second yields a WCET of 1570us. We choose the
first approach here, so T; = 60us. However, the second approach may be valuable in cases where the
amount of space available for additional logic is severely restricted.

150 DES operations are required to handle each entire network packet. Conventionally, DES
processors encrypt one 64-bit word every 16 clock cycles, but the operation may be pipelined, so only
165 clock cycles are required to carry out 150 operations. This takes T}, = 6.6us. The communication
time is the time taken to transfer 150 64-bit words back and forth: T, = 48us. The context switch
time Ty, = 5.21pus.

We now have values for all of the timing model variables, except IV, the number of invocations of
DES during process N, which is 1. Applying the equations from Table 4 gives values for the WCET
and utilisation of N, with each optimisation (Table 8).

Table 8 suggests that the best implementation is a non-parallelised co-processor. Parallelised
co-processors bring extra context-switch time with them: there is a net increase in both the WCET
and utilisation of N when a parallelised implementation is used.

Figure 11 shows the effect of each implementation on performance. This confirms the result
obtained by analysis: a non-parallelised co-processor implementation is most effective.

5.8 Reducing Process Interaction Effects

Adding a user input process I (as described in section 5.2.3), affects the overall CPU time available
to the system. Figure 12 shows three different configurations for process I (no input process, high
priority, and low priority), with two types of DES implementation.

V and N make use of a shared network resource, and process I does not. Because execution of V
generates a packet to be processed by the network, executions of V lead to additional executions of
high-priority process N. When user input events are generated, process I uses CPU time, and reduces
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Figure 12: Effects of user input on the system.



Implementation WCET/us | % Improv. over sw
Software 188,200 0%
Parallel co-proc. 218,500 -16%
Non-parallel co-proc. 177,000 6%

Table 9: Values for the WCET of process J with three different implementation options.

the amount available for V when I > V. This reduces the number of executions of N, and causes the
divergence between the high priority and low priority lines on Figure 12.

This is an example of how a lower priority process can affect the execution of a high priority
process, and thus affect the execution of the entire system, similar to the example in section 3.4.
Here, minimising N’s WCET will minimise the effects of V’s extra executions: when a hardware DES
implementation is used, there is no visible difference between high priority and low priority input
processes.

5.9 Freeing More Processing Time for Low Priority Processes

Process J has been largely disregarded in this discussion. It has the lowest priority: the assumption
being that the user finds good quality of telephone service to be more important than JPEG images
loading quickly. However, it is a significant user of processor time, using 19% of available time when
the system load is low (Figure 7). One way to speed up J is to attempt to optimise it directly.

The most significant section of J is the IDCT (inverse discrete cosine transform) procedure, the
core of the JPEG decoding algorithm [22]. IDCT is used for decoding several common still image
and video formats, including MPEG-2 and MPEG-4. As a result, IDCT co-processors are readily
available for use on FPGAs and ASICs for accelerating image and video decoding [8]. It is common
practice to implement JPEG/MPEG decoders using both a program and an IDCT co-processor. The
program handles the aspects of JPEG decoding that require a state machine, access to operating
system functions, and access to memory, and the IDCT co-processor handles the decoding function
itself. However, it is also common to make use of a complete JPEG decoder core, which is able to
handle all decoding functions for data sent to it over the system bus [9]. These cores are much larger
than IDCT co-processors. For example, the CAST JPEG core takes up 3923 slices [9] on a Xilinx
Virtex FPGA, whereas the CAST IDCT core only takes up 1391 slices [8].

The libjpeg [14] implementation used in J is already very fast. Software modelling shows us that a
parallelised co-processor for IDCT brings no benefits, without any requirement to work out execution
times, because the processing time required is insignificant compared to the context switch time.
However, modelling also shows that a non-parallelised co-processor may provide some improvement
over software alone (Table 9).

Taking a whole-system view, much better results can be achieved by optimising process V. Im-
proving V frees up more time for J. If the optimisations for V described in section 5.5 are applied in
addition to those for N, then much more idle time is available for J, as can be seen in Figure 13. In
fact, the time available to J (idle time, plus time used by J) increases by 29% - far better than the
best improvement that could be made by optimising IDCT (6%). Extra hardware is more usefully
applied to V, not J.

5.10 Energy Consumption

sim-panalyzer, a power modelling extension for Simplescalar, can be used to calculate the relative
energy consumption of systems implemented using the various technologies under different loading
conditions. For the purposes of this experiment, we assumed a 25MHz clock frequency, and 250mW
power consumption during idle time. We also assumed that the custom instruction hardware used
the same amount of power as an additional integer ALU. Figure 14 shows the variation in energy
consumption for six implementations.

Figure 14 shares many features with Figure 12. The relationship between idle CPU times and
energy usage is roughly linear up until the point where the system becomes overloaded. Reducing
WCET and reducing power requirements are related problems - in this example, they are effectively
equivalent. Future work could involve applying ASIP optimisations to explicitly maximise idle time,
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which could be combined with the work on maximising procrastination intervals from [15] to reduce
energy consumption even further.

5.11 Parallelised Co-processors

When analysing process N, and modelling process J, parallelised co-processors were considered, but
eliminated from consideration because they provided no overall improvement. In both cases, this was
because the context switch time proved to be significant. From this, we draw the conclusion that
in order for a parallelised co-processor to be useful, it must offer a time saving that is substantially
greater than the context switch time, and the communication time. There are benefits to using
parallelised co-processors, but they are unlikely to be suitable for simple functions that require only
a small amount of computation time.

In the case study, we found no examples of parts of processes that could be moved to a co-
processor. It seems that the profiling technique is an inadequate way to find parts of processes that
can be moved in this way, because profiling tends to find only short sections of code that occupy a
great deal of processor time. It does not find long sections that are bottlenecks, such as complete
processes, which would potentially work well in a parallel co-processor.

This finding is a general property of profiling, and not specifically a shortcoming in our method. It
appears that the allocation of processes to parallel co-processors is a process that can only be guided
by profiling data at present. For example, whole-system profiling can reveal which processes occupy
significant proportions of processor time. This allows us to see that process V could be moved in
its entirety to a co-processor, such as [1]. As V takes up 37% of the processor time with a software
implementation, and 20% with an ASIP-style implementation, the benefits of implementing V as a
parallelised co-processor could be significant: far more computing time would be available to other
processes. The examination of these tradeoffs will be the subject of future work.

5.12 Case Study Findings

Our improvements to the case study have primarily targeted process N. These improvements allow the
system to efficiently support far more network traffic than possible with a software-only implemen-
tation, by significantly reducing N’s WCET. Additionally, we have determined that improvements to
process V are a more effective way to speed up process J than direct improvements to J, and showed
the effects of process interaction by looking at process I.

6 Conclusion

The conventional methods of applying ASIP and co-processor technology to a multi-tasking real-time
system will not work in all cases, because process interaction must be considered. We have described
two methods of determining how to take this into account when applying hardware optimisations:
analysis, and measurement of software models running under whole-system profiling. Our case study
has shown the application of these methods to an example system.

However, profiling the entire system as it executes on the target platform will only produce useful
information if all input conditions can be tested. We would not have seen the value of targeting
process N in the case study if we had not tried simulating the system under high network load
conditions.

Simulation software provides an ideal environment for the types of profiling that are needed for
analysis, because it allows both the operating system and applications to be profiled non-intrusively
and as a whole. However, executing the whole system in any sort of prototyping environment is suf-
ficient. Although the problem of improving a complex real-time system using ASIP and co-processor
technology is not simple, it is not intractable because of the information that can be gained from
whole-system profiling, which can then be applied to analysis.
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Abstract

The new at-speed on-line IDDQ testing method is based
upon the properties of a special class of security circuits.
These circuits implement dual-rail encoding and return-to-
spacer protocol, where the spacer is either all-zeroes or all-
ones. The alternating spacers of different polarity guaran-
tee that all wires switch once within each clock cycle, thus
making energy consumed within a clock cycle independent
from data processed. This property earlier used for security
purposes is now exploited in order to separate the transient
current from the quiescent current, thus making it possible
to measure the latter under normal operation. Power signa-
tures are analysed in the frequency domain and the fault sig-
nature filtration method is proposed. The proposed method
can be used in both production, where it covers all intercon-
nect stuck-at faults in just two clock periods; and on-line
testing, where it guarantees the bounded and short period
of self-test independent from data. From security point of
view, it directly detects a side channel created under a fault
injection attack.

Index Terms: On-line testing, IDDQ testing, dual-rail
encoding, hardware security, hazard-free design

1. Introduction

Secure applications such as smart cards require mea-
sures to resist attacks, e.g. Differential Power Analysis
(DPA) [1, 2]. Dual-rail encoding provides a method to en-
hance the security properties of a system making DPA more
difficult. As an example, in the design described in [3] the
processor can execute special secure instructions. These
instructions are implemented as dual-rail circuits, whose

switching activity is meant to be independent from data.
Special types of CMOS logic elements have been proposed
in [4], but this low-level approach requires changing gate
libraries and hence is costly for a standard cell or FPGA
user. A method using balanced data encoding together with
self-timed design techniques has been proposed in [5, 6].
In recent work [7] a method integrated in a standard design
flow was described. Independently, we proposed a differ-
ent method strongly linked to the industry CAD tools and
based upon synchronous dual-rail circuits operating under a
special protocol [8, 9, 10].

All these methods improve certain aspects of security,
but still suffer from vulnerability to fault injection attacks.
The idea behind a fault injection attack is simple: to mod-
ify the behaviour of a circuit so that the secret data be-
came “visible” at either the unprotected outputs or at a side-
channel such as power waveform or EMI. In this paper we
are looking at data exposure in the form of power supply
current variations. A particular form of the fault injection
attack we are concerned with is the illumination of the die
surface by a thin laser beam. Such a beam potentially can
be focused at an individual gate, causing its pull-up or pull-
down transistors to “leak” the quiescent current, which is
strongly related to the data at the output of the gate un-
der attack. Depending upon the intensity of the beam, the
fault may or may not change the logic behaviour of the cir-
cuit. We analyse the “signature” of the power source cur-
rent and filter out its quiescent current (IDDQ) component.
The switching protocol that makes our circuits secure is also
used in the optimal filter for IDDQ signature.

Apart from the security enhancement the method pro-
vides massive controllability by implementing a special
switching protocol for all gates, and massive observability
by using IDDQ testing. I guarantees that all faults of the
given class are detected within a bounded and very short
period of time. Similar to traditional IDDQ testing methods
[11, 12] it also covers many additional faults.

The rest of this paper is organised as follows: Section 2
describes the class of security circuits we are dealing with,
Section 3 presents the new method for on-line IDDQ testing
of these circuits and Section 4 draws the conclusions.



2. Security circuits
2.1. Return-to-zero dual-rail

Dual-rail code uses two rails with only two valid signal
combinations {01, 10}, which encode values 0 and 1 re-
spectively. Dual-rail code is widely used to represent data
in self-timed circuits [13, 14], where a specific protocol of
switching helps to avoid hazards. The protocol allows only
transitions from all-zeroes {00}, which is a non-code word,
to a code word and back to all-zeroes as shown in Fig-
ure 1(a); this means the switching is monotonic. The all-
zeroes state is used to indicate the absence of data, which
separates one code word from another. Such a state is often
called a spacer.

An approach for automatic converting single-rail circuits
to dual-rail, using the above signalling protocol, that is easy
to incorporate in the standard RTL-based design flow has
been described in [15]. Within this approach, called Null-
Convention Logic [16] one can follow one of two major im-
plementation strategies for logic: one is with full comple-
tion detection through the dual-rail signals (NCL-D) and the
other with separate completion detection (NCL-X). The for-
mer one is more conservative with respect to delay depen-
dence while the latter one is less delay-insensitive but more
area and speed efficient. For example, an AND gate is im-
plemented in NCL-D and NCL-X as shown in Figure 1(b,c)
respectively. NCL methods of circuit construction exploit
the fact that the negation operation in dual-rail corresponds
to swapping the rails. Such dual-rail circuits do not have
negative gates (internal negative gates, for example in XOR
elements, are also converted into positive gates), hence they
are race-free under any single transition.

If the design objective is only power balancing (as in our
case), one can abandon the completion detection channels,
relying on timing assumptions as in standard synchronous
designs; thus saving a considerable amount of area and
power. This approach was followed in [8], considering the
circuit in a clocked environment, where such timing as-
sumptions were deemed quite reasonable to avoid any haz-
ards in the combinational logic. Hence, in the clocked envi-
ronment the dual-rail logic for an AND gate is simply a pair
of AND and OR gates as shown in Figure 1(d).

The above implementation techniques certainly help to
balance switching activity at the level of dual-rail nodes.
Assuming that the power consumed by one rail in a pair is
the same as in the other rail, the overall power consumption
is invariant to the data bits propagating through the dual-
rail circuit. However, the physical realisation of the rails at
the gate level is not symmetric, and experiments with these
dual-rail implementations show that power source current
leaks the data values.

An example of dual-rail flip-flop design can be found in
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[9, 10].
2.2. Alternating spacer dual-rail protocol

In order to balance the power signature we propose to use
two spacers [9] (i.e. two spacer states, {00} for all-zeroes
spacer and {11} for all-ones spacer), resulting in a dual
spacer protocol as shown in Figure 2. It defines the switch-
ing as follows: spacer—code word— spacer—code word.
A possible refinement for this protocol is the alternating
spacer protocol shown in Figure 2. The advantage of the
latter is that all bits are switched in each cycle of operation,
thus opening a possibility for perfect energy balancing be-
tween cycles of operation.

all-zeroes spacer

‘//c':ode
o AT words...a - ..
@ @D "M 30

N N

all-ones spacer

Figure 2. Alternating spacer dual-rail protocol

As opposed to single spacer dual-rail, where in each
cycle a particular rail is switched up and down (i.e. the



same gate always switches), in the alternating spacer pro-
tocol both rails are switched from all-zeroes spacer to all-
ones spacer and back. The intermediate states in this
switching are code words. In the scope of the entire logic
circuit, this means that for every computation cycle we al-
ways fire all gates forming the dual-rail pairs.

This protocol is enforced by non-standard flip-flops as
described in [9, 10].

2.3. Alternating spacer dual-rail circuits

In CMOS a positive gate is usually constructed out of a
negative gate and an inverter. Use of positive gates is not
only a disadvantage for the size of dual-rail circuit, but also
for the length of the critical path. Negative gate optimisa-
tion of our circuits [8] improves both the speed and area
metrics.

The alternating spacer dual-rail circuits are identical in
their combinational part to the return-to-zero logic, e.g. Fig-
ure 1(d). The difference is only in the flip-flops [9], which
generate all-zeroes spacers in all odd clock cycles and all-
ones spacers in all even clock cycles. The operation of the
AND gate as in Figure 1(d) under such a protocol is shown
in Figure 3.
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Figure 3. Alternating spacer dual-rail AND-
gate in the clocked environment

Our security circuits are automatically generated by re-
placing all gates in a single-rail netlist by their dual-rail
counterparts; this is done for all flip-flops and logic gates.
The combinational logic produced by such a replacement

comprises positive gates only (inverters are represented as
crossovers between the rails). A useful property of the pos-
itive logic (regardless of data encoding) is that if all-ones
are applied to the primary inputs, then they propagate to
all wires within the circuit. The same is true for the all-
zeroes input pattern. Thus, no provisions are needed to en-
sure spacer propagation. Then the combinational logic is
optimised w.r.t. negative gates as illustrated in Figure 4 and
described in detail in [9].
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Figure 4. Constructing negative gate dual-rail
circuit

Dotted lines in the single-rail circuit, Figure 4(a), indi-
cate the future position of dual-rail signals with inverted
spacers (dual-rail data is not inverted as this effect is cor-
rected by rail crossover). The bar on the wire is the location
of a spacer polarity converter. The circuit in Figure 4(b) is
the result of the conversion.

2.4. Energy balancing

In [9] we introduce two important security characteris-
tics of energy imbalance and exposure time which in this
paper serve as a baseline for the testing method.

Energy imbalance (further referred to as imbalance) can
be measured as the variation in energy consumed by a cir-
cuit processing different data. If e; and ey are the energy
consumption under two input patterns, then the numerical
value of imbalance is calculated as:

g le—eal
e1+eo

-100%

The imbalance values can be as large as 11% for some
standard gates under certain operational conditions.

The exposure time is the time during which the imbal-
ance caused by data is exhibited.

The alternating spacer dual-rail circuits have a nice prop-
erty of the bounded exposure time, which is illustrated in



Figure 5. In this experiment we use a 2-input AND el-
ement converted to the alternating spacer dual-rail circuit,
optimised w.r.t. negative gates and implemented in AMS-
0.35u technology. The figure shows the energy imbalance,
which occurs for about one half of the clock period (2ns). In
slower circuits, such as those used in smart cards, the upper
bound becomes exactly one half of the clock period.

. exposure time
70t o Energy :< -
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all-zeroes || codeword | [ all-ones
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(a) Alternating spacer protocol

Figure 5. Exposure time for the alternating
spacer AND2 gate

In this paper we use this property to separate the random
effects of data from the effects of a fault.

3. At-speed IDDQ testing
3.1. Benchmark

The four-byte multiplier which is a part of AES [17, 18]
is chosen as a benchmark for our experiments. It is a com-
binational circuit comprising 294 logic gates. In this paper
we restrict ourselves to study of combinational circuits only,
and the main reason for this is that we use in our library un-
der optimised flip-flops based upon standard cells. These
flip-flops will be optimised at the transistor level and this is
a subject of future work.

The multiplier implements the MixColumn operation in
AES, which maps one column of the input state (4 by 4
matrix) to a new column in the output state. The multi-
plier computes one output byte of the MixColumns opera-
tion based on a four byte input. This is done by considering
each column as a polynomial over GF (2%) and multiplying
it with the constant polynomial a(z):

a(x) = {03}x73 + {01}x*2 + {01}x + {02} modulo x4

({03}2® + {01}2? + {01}z + {02}) modulo (2 +1).

This means that four multipliers are needed to generate
a whole column or reuse of the same multiplier four times.
The multiplier also implements the InvMixColumns trans-
formation where the constant polynomial changes to d(z):
d(x) = {0B}x"3+{0D}x"2+{09}x+{0E} modulo x4 +
1
d(x) =
({0B}z* + {0D}2? + {09}z + {0E}) modulo (z* +1).
The multiplier circuit was synthesised from the Open
Core specifications by using Synopsis tools and then con-
verted into dual-rail by our custom tool described in [9].

3.2. IDD signature of a fault

As our circuits exhibit no long-term imbalance, the
power consumption current (IDD), more precisely the mean
IDD value, is constant from one protocol cycle to another in
absence of faults. The power consumption is defined by the
transient currents (IDDT) of the gates. If a fault causing
increased quiescent current (IDDQ) occurs, then this will
be added to the IDDT. So, if the IDD increases, this is the
indication of a fault.

Unfortunately, such an intuitive idea has its flaws. First,
the IDDT in a large circuit can be so high that it may be
difficult to detect the relative IDD increase due to a single
fault. Second, a stuck-at fault changes the logic behaviour
of a circuit. In a positive logic circuit, and hence in an alter-
nating spacer circuit, it reduces switching activity. As the
switching activity is strongly related to IDDT, this effect
may compensate for the increase in IDDQ. In our approach
these issues are resolved by using optimal filters “tuned” to
pick up the IDDQ waveform. The filtration is possible as
the alternating spacer protocol modulates the IDDQ of each
single fault, and the modulation law is known.

The fault model we use includes all single stuck-at faults
at interconnect between logic gates, i.e. this is the output
single stuck-at model. It will be shown that many multiple
faults are also covered.
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Figure 6. Generalised IDD

Figure 6 shows the power current of the dual-rail circuit
under the alternating spacer protocol. One protocol cycle
includes two clock periods. In the first period the spacer
is all-zeroes (denoted as sp0) and in the second period it is



all-ones (sp1). This is indeed only true for the spacer polar-
ities at the primary inputs/outputs. The internal signals, due
to negative gate optimisation may have the opposite spacer
polarities. For simplicity, in the further discussion we will
assume that all gates are positive, although the actual ex-
periments were conducted using optimised circuits. Data in
each clock period is different and it is denoted as “datai” to
“data i+3”. The IDD plot indicates four current peaks (tran-
sient current IDDT) per each protocol cycle. All peaks are
different in shape and the area under the graph, they cor-
respond to four transitions forming the full protocol cycle
(see Figure 2). One can observe that the transitions from
data into a spacer are short. This is due to early propaga-
tion effects, which always take place in these transitions.
The transitions from a spacer into data are wider and have
distinct shapes. This shape is formed by the computations
performed in the logic gates. There is less room for the early
propagation here, however it still may take place depending
upon the function of the block and the data values. Each
pair of subsequent spacer-to-data and data-to-spacer IDDT
peaks have the same area under graph if compared to the
corresponding pair within any other protocol cycle. This is
due to the properties of the alternating spacer protocol. The
energies of the first and the second halves of each protocol
cycle are also almost identical, at least in absence of faults.

If, however, a single fault occurs, its IDDQ contributes
differently to the different halves of protocol cycles. As our
fault model includes only stuck-at faults on interconnect,
they are guaranteed to be activated by either sp0 or spl
spacer. Furthermore, if sp0 activates the fault, then under
spl it will not be activated. The opposite is also true. Thus,
the signature of a fault is one spacer activation within each
protocol period. These circuits have the property of massive
controllability, which provides activation of all faults within
two subsequent clock periods regardless of data. Each s-a-1
fault is activated by sp0 and each s-a-0 fault is activated by
spl. The IDDQ currents corresponding to the faults of dif-
ferent polarities are shown in Figure 6 as dashed lines. The
dashed lines denoted as “s-a-1 IDDQ” and “‘s-a-0 IDDQ”
are the fault currents activated by the corresponding spac-
ers. The label “data IDDQ” corresponds to the fault current
activated by a data state. Indeed, under a data state half of
wires in a dual-rail circuit have 1 and the other half have 0
values, so they activate the corresponding faults. Fault ac-
tivation by data, however, cannot be guaranteed in bounded
time, because these values are data-dependent and in gen-
eral case random.

Spectral representation of the IDD of our multiplier run-
ning at clock speed of 100MHz and random data is shown
in Figure 7(a). The tallest peak is 200MHz, the frequency of
transitions irrespective to their designation. The frequency
of 100MHz is the signature of gate imbalance. The zero
frequency is the mean value of IDD. Finally, S0MHz is the

frequency of spacers of a particular polarity, this is where
the fault IDDQ is activated. Figure 7(b) shows the differ-
ence between the spectrums with and without a fault. The
fault shows up at 0 and SOMHz. The last diagram in Fig-
ure 7(c) shows the same difference in relation to the abso-
lute value of the spectrum without fault. At zero frequency
the relative difference is 12% (which is not clearly seen in
this diagram). This indicates a potential problem with fault
detection by IDD mean value. At the frequency SOMHz,
however, the increase is about 180%, which is good enough
for driving a coarse comparator.

We use the above observations for a quick evaluation of
our idea only. So far we were looking at the amplitude spec-
trum only, which does not represent any information about
the phase of signal components. As Figure 6 shows, the
fault IDDQ and the IDDT take place in different phases of
the protocol sequence, and the experiments described below
utilise this additional information.

The principle of cross correlation is used in our approach
in order to filter out the fault IDDQ signature. The top di-
agram in Figure 8 is a fragment of the IDD waveform ob-
tained by Spice simulation of the multiplier benchmark, it
has the mean value subtracted in order to simplify the fol-
lowing processing. There were 1000 clock cycles simulated
in total and the first protocol cycle was discarded. The ref-
erence signal is defined as a sine wave of half clock fre-
quency. The initial phase is chosen so, that the maximum of
the wave approximately corresponds to sp0 spacer and the
minimum to spl spacer (the phase of the reference signal in
Figure 8 corresponds to the time in the IDD plot). Then the
cross correlation between the IDD wave and the reference
signal is calculated (see the Cross Correlation plot, no fault,
random data), and the initial phase of the reference signal is
adjusted to produce O cross correlation under O lag.

The effect of data on the cross correlation diagram was
investigated. The maximum deviation from the first plot is
obtained under the data producing the most asymmetrical
IDD waveform (see ‘“No fault, selected data”).

Then a fault was introduced. At first we placed the fault
at the output of the circuit in order to have the minimum
impact on the switching activity. This produces the cross
correlation curve labelled as “Fault, small cone” (the cone
is a set of the successor gates of the fault location). At 0 lag
the cross correlation value is about 5.5 times greater than the
maximum value produced by the “bad” data without faults.
This gives a very good margin for fault detection. Then we
moved the fault close to the input of the circuit (the third bit
in one operand), thus creating the largest cone with reduced
switching activity. The result of this experiment is labelled
as “Fault, large cone”. The result of cross correlation shows
even greater value of 7 at lag 0. We explain this effect by the
IDDT imbalance due to violation of the alternating spacer
protocol in the cone. An interesting observation is that the



switching activity reduction in the cone reduces the mean
value of IDD (frequency zero), but in the same time intro-
duces more imbalance, which is good for the proposed fault
detection method. In this sense our method uses not only
the quiescent current, but also to some extent the transient
current to detect faults.

3.3. Fault model extension

Although we designed the method for single stuck-at
faults, it should also work for multiple unidirectional faults.
By unidirectional we understand all faults increasing the
IDDQ during either sp0O or spl spacer of the protocol. If
the faults are not unidirectional, then they can cancel the ef-
fect of each other. Furthermore, the analysis of such faults
should take into account their location w.r.t. the cones gen-
erated by them. This analysis is the subject of the future
work.

We have also conducted a preliminary investigation on
detection of parametric faults. In our setup we modeled
a leakage fault as a small open transistor, e.g. 1y pull-up
transistor at the output of an inverter that uses 2y pull-up
and 1 pull-down devices. The effect of such a fault could
be reliably detected by our method producing the effect of
about one-half of the short-circuit fault.

4. Conclusions

The proposed IDDQ method is applicable to a special
class of security circuits: synchronous, dual-rail, return-to-
spacer protocol with alternating spacer states. The data-
independent power consumption of such circuits opens an
opportunity for on-line application of IDDQ testing.

The method includes the provision of massive controlla-
bility, i.e. all potential faults are activated within two clock
periods, and massive observability (IDDQ measurement).
This can be useful for both production testing (minimisa-
tion of time on tester and minimisation of the number of
test pins), and on-line testing. In the on-line testing ap-
plication the method guarantees a bounded and very short
self-test period, independent from data, which is different
from many other on-line testing methods. Furthermore, the
method also detects parametric (leakage) faults, which are
often used in attacks on security devices. In this sense, the
proposed approach directly detects the information leakage
through a side channel.

It was shown that the increase of the mean IDD value due
to a fault cannot be reliably used for fault detection, because
of two reasons. First, a stuck-at fault in the given class of
circuits reduces switching activity and, thus, the transient
current. This effect may compensate for the quiescent cur-
rent increase. Second, the transient current in large circuits

is so high, that the relative increase in the overall current
due to IDDQ is small. In our example it was only 12%.

The method is based upon the cross correlation opera-
tion and it is close to the optimal filtration approach. It is
different from the optimal filter as it uses a sine wave as
a reference signal. In the optimal filter it would be a pat-
tern matching the shape of the IDDQ. We believe that using
signals more complex than a sine wave will significantly
increase the complexity of the filter, giving little benefits.
More experiments are needed to support this statement.

The method was applied to a benchmark circuit, which is
an important part of AES cryptographic block. The circuit
comprises 294 logic gates. It is important to do more case
studies in order to determine the maximum size of a circuit
served by a single current sensor. The design of the current
sensor itself and the signal processing part are the subject of
future work.
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Design flow for low-power and high-security based on timing diversity

Danil Sokolov, Alex Yakovlev
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Abstract

The BESST tool kit is used for asynchronous system synthesis based on Petri Nets. It incorporates software tools for high-
level partitioning, scheduling, direct mapping and logic synthesis. These are used to generate efficient speed-independent
circuits from behavioural Verilog specification.

1. Introduction

In 1965 a co-founder of Intel Gordon Moore noticed that the number of transistors doubled every year since the invention of
the integrated circuit. He predicted that this trend would continue for the foreseeable future [23]. In subsequent years the pace
slowed down and now the functionality of the chip doubles every two years. However, the growth of circuit integration level
is still faster than the increase in the designers productivity. This creates a design gap between semiconductor manufacturing
capability and the ability of Electronic Design Automation (EDA) tools to deal with the increasing complexity.

One of the ways to deal with the increasing complexity of logic circuits is to improve the efficiency of the design process.
In particular, design automation and component reuse help to solve the problem. Systems-on-Chip (SoC) synthesis has proved
to be a particularly effective way in which design automation and component reuse can be facilitated. An important role in
the synthesis of SoCs is given to the aspects of modelling concurrency and timing [16]. These aspects have traditionally been
dividing systems into synchronous (or clocked) and asynchronous (or self-timed). The division has recently become fuzzier
because systems are built in a mixed timing style: partly clocked and partly self-timed. The argument about the way how
the system should be constructed, synchronously or asynchronously, is moving to another round of evolution. It is accepted
that the timing issue should only be addressed in the context of the particular design criteria, such as speed, power, security,
modularity, etc. Given the complexity of the relationship between these criteria in every single practical case, the design of
an SoC is increasingly going to be a mix of timing styles. While industrial designers have a clear and established notion of
how to synthesise circuits with a global clock using EDA tools, there is still a lot of uncertainty and doubt about synthesis of
asynchronous circuits. The latter remains a hot research field captivating many academics and graduate students.

The main goal of this paper is to review a coherent subset of synthesis methods for self-timed circuits based primarily on
a common underlying model of computation and using a relatively simple example in which these methods can be compared.
Such a model is Petri nets, used with various interpretations. The Petri nets can play a pivotal role in future synthesis tools
for self-timed systems, exhibiting advanced concurrency and timing paradigms. This role can be as important as that of a
Finite State Machine (FSM) in designing clocked systems. To make this paper more practically attractive the use of Petri
nets is considered in the context of a design flow with a front-end based on a hardware description language.

2. Petri nets

The convenient behavioural models for logic synthesis of asynchronous control circuits are 1-safe Petri Net (PN) and
Signal Transition Graph (STG). The datapath operations can be modelled by Coloured Petri Nets (CPN).

A PN is formally defined as a tuple ¥ = (P, T, F, M) comprising finite disjoint sets of places P and transitions T, flow
relation F' C (P x T) U (T x P) and initial marking M. There is an arc between x and y iff (x,y) € F. An arc from
a place to a transition is called consuming arc, and from a transition to a place - producing arc. The preset of a node x is
defined as oz = {y | (y,z) € F'}, and the postset as x® = {y | (z,y) € F'}. A marking is amapping M : P — N denoting



the number of fokens in each place (N = {0, 1} for 1-safe PNs). It is assumed that et = () # te, V¢ € T. A transition ¢ is
enabled iff M (p) # 0, Vp € eot. The evolution of a PN is possible by firing the enabled transitions. Firing of a transition ¢

M(p)—1, Vp € et,
results in a new marking . M’ : M'(p) =¢ M(p)+1, Vp € te,
M (p), Vpd¢etUte

An extension of a PN model is a contextual net [22]. It uses additional elements such as non-consuming arcs, which only
control the enabling of a transition and do not consume tokens. The reviewed methods use only one type of non-consuming
arcs, namely read-arcs. A set of read-arcs R can be defined as follows: R C (P x T'). There is an arc between p and ¢ iff
(p,t) € R.

A Labelled Petri Net (LPN) is a PN whose transitions are associated with a labelling function A, i.e. LPN =
(P, T,F,R, My, \).

An STG is an LPN whose transitions are labelled by signal events, i.e.STG = (P, T, F, R, My, \), where A : T —
A x {+,—} is a labelling function and A is a set of signals. A set of signals A can be divided into a set of input signals I
and a set of output and internal signals O, I UO = A, I N O = (). Note that a set of read-arcs R has been included into the
model of STG, which is an enhancement w.r.t. [25].

An STG is consistent if in any transition sequence from the initial marking, rising and falling transitions of each signal
alternate.

A signal is persistent if its transitions are not disabled by transitions of another signal.

An STG is output persistent if all output signals are persistent and input signals cannot be disabled by outputs.

An STG is delay insensitive (DI) to inputs if no event of one input signal is switched by an event of another input signal.

A CPN is a formal high-level net where tokens are associated with data types [17]. This allows the representation of
datapath in a compact form, where each token is equipped with an attached data value.

3. Asynchronous circuit design flow

For a designer it is convenient to specify the circuit behaviour in a form of a high-level HDL, such as Verilog, VHDL,
SystemC, Balsa, etc. The choice of HDL is based on personal preferences, EDA tool availability, commercial, business and
marketing issues [29].

There are two main approaches to synthesis of asynchronous circuits from high-level HDLs: syntax-driven translation
and logic synthesis.

In syntax-driven translation the language statements are mapped into circuit components and the interconnect between the
components is derived from the syntax of the system specification. This approach is adopted by Tangram [24] and Balsa [1]
design flows. The initial circuit specification for these tools is given in the languages based on the concept of processes,
variables and channels, similar to Communicating Sequential Processes (CSP) [13].

In logic synthesis the initial system specification is transformed into an intermediate behavioural format convenient for
subsequent verification and synthesis. This approach is used in PipeFitter [2], TAST [11], VeriSyn [27], where Petri nets
are used for intermediate design representation. Other examples are MOODs [26] and CASH [34]. The former starts from
VHDL and uses a hardware assembly language ICODE for intermediate code. The latter starts from ANSI-C and uses Pegasus
dataflow graph for intermediate representation, which is further synthesised into control logic for Micropipelines [32].

Some tools do not cover the whole design, but can be combined with the other tools to support the coherent design
flow. For example, Gate Transfer Level (GTL) [28], Theseus Logic NCL-D and NCL-X [20] are developed for synthesis of
asynchronous data path from Register Transfer Level (RTL) specifications. Other tools, such as Minimalist [12], 3D [6] and
Petrify [8] are aimed at asynchronous controller synthesis from intermediate behavioural specifications. In turn, controller
synthesis tools, can be combined with decomposition techniques [35] to reduce the complexity of the specification.

The BESST design flow whose diagram is shown in Figure 1 is based on a logic synthesis approach. The initial specifi-
cation in a high-level HDL (System-C, Verilog or VHDL) is first split into two parts: the specification of control path and
specification of the data path. Both parts are synthesised separately and subsequently merged into the system implementation
netlist. The industrial EDA place and route tools can be used to map the system netlist into silicon. The existing simulation
EDA tools can be reused for the behavioural simulation of the initial system specification. These tools can be also adopted
for timing simulation of the system netlist back-annotated with timing information from the layout.

The variations in the design flow appear in the way of (a) extracting the specifications of control and data paths from the
system specification; (b) synthesis of the data path; (c) synthesis of the control path either by direct mapping or by explicit
logic synthesis . The following sections consider each of these issues separately.
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4. Splitting of control and data paths

The first step in the logic synthesis of a circuit is the extraction of control and data paths specifications from the high-level
description of the system. Often the partitioning of the system is performed manually by the designers. However, this might
be impracticable for a large system or under a pressure of design time constraints. At the same time, the tools automating the
extraction process are still immature and require a lot of investment to be used outside a research lab.

The primary output of the VeriSyn tool is a global net, which is a PN whose transitions are associated with the atomic
operations and whose places divide the system functioning into separate stages. Initially the global net transitions represent
complex operations corresponding to the high-level functional blocks (modules in Verilog, processes in VHDL, functions in
SystemC). Then the global net transitions are refined iteratively, until all transitions represent atomic operations. This global
net is used to derive a Labeled Petri net (LPN) for control path and a Coloured Petri net (CPN) for data path. The interface
between control and data paths is modelled by a local control net, which connects the generated LPN and CPN. These PNs
are subsequently passed to the synthesis tools for optimisation and implementation.

The derivation of a global net and the extraction of an LPN for control path and a CPN for the data path is illustrated on
the GCD benchmark. For this the VeriSyn tool is applied to the following Verilog specification of GCD algorithm:

module gcd(x, y, 2);
input [7:0] x
input [7:0] y
output reg [7:0] z;
reg [(7:0] x_reg, y_reg;
always @ (x or y)

begin
xX_reg=x;
y_reg=yj
while (x_reg !=y_reqg)
begin

if (x_reg> y_regqg)
X _reg=x_reg - y_reg;
else
y_reg=y_reg - xX_reg;
end
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zZ=Xx_reg;
end
endmodule

As the benchmark contains one process only, the global net consists of one transition representing this process. This
transition is refined by parsing the system specification and using an ASAP scheduling algorithm.

The refined model of the system is shown in Figure 2. Two wait-statements for synchronisation on the x and y channels are
scheduled concurrently. It is possible because both x and y are defined as inputs and are independent. The input operation, the
while-loop and the result output on the z channel are scheduled in sequence. The while-loop is subject to further refinement
together with the nested if-statement, during which the conditions of while-loop and if-statement are merged. The labels gt,
eq and It correspond to the result of comparison between x and y values and stand for ‘greater than’, ‘equal’ and ‘less than’
respectively. The assignment of the subtraction result to a signal is split into the subtraction operation (sub_gt, sub_lt) and
storage of the result (store_x, store_y). The transitions of the global net are given short and distinctive labels convenient for
fuhrer reference. The global net is ready for the extraction of the control path LPN and the data path CPN.

The LPN for the GCD control path produced by the PN2DCs tool is shown in Figure 3 using the solid lines. The dashed
arcs and places represent the local control net. Signals z_ack and z_req compose the handshake interface to the environment.
When set, the z_req signal means the computation is complete and output data is ready to be consumed. The z_ack signal is
set when the output of the previous computation cycle is consumed and the new input data is ready to be processed.

The data path CPN generated by VeriSyn is presented in Figure 4 using the solid arcs, places and transitions. The dashed
arcs and places represent the local control net. Transitions MUX_x_0 and MUX_x_I are used for multiplexing the x input
and the output of SUB_gt operation to REG_x register. Similarly, MUX_y_0 and MUX_y_1 are multiplexing the y input and
the output of SUB_It operation to REG_y register. The CMP_xy block of the net, framed by the dotted rectangle, is used for
comparing the values of REG_x and REG_y registers. Depending on the comparison result one of the transitions x>y, x=y or
x<yis fired.

In Figures 3, 4 the dashed arcs and places belong to the local control net. All the communication between the control and
data paths is carried out by means of this net, as shown in Figure 5. For example, when the z_ack signal is received, the
control generates x_req and y_req signals which enable the MUX_x_0 and MUX_y_0 transitions in the data path. When the
multiplexing is finished the values of x and y are stored using REG_x and REG_y respectively. The data path acknowledges
this by x_ack and y_ack signals. The acknowledgement signals enable the dum! transition in the control path LPN. After
that, the control path requests the comparison operation by means of the cmp_req signal. When the comparison is complete
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in the data path, one of the signals gt_ack, eq_ack or It_ack is returned to the control. If g¢_ack is received, the control path
generates sub_gt_req request, which activates SUB_xy transition in the data path. This results in subtracting the current value
of y from x and storing the difference using REG_x transition. The data path acknowledges this by x_ack and the comparison
operation is activated again. If the /#_ack signal is issued by the data path then the operation of the system is analogous to that
of gt_ack. However, as soon as eq_ack is generated, the control path issues the z_req signal to the environment, indicating
that the calculation of GCD is complete.

Note that the local control net x_mux between MUX_x_0 and REG_x does not leave the data path, thereby simplifying the
control path. Similarly, other signals, y_mux, x_store and y_store, in the local control net are kept inside the data path.

The same control path LPN, data path CPN and local control net can be obtained from VHDL or SystemC specifications
of GCD algorithm. These PNs are passed to synthesis tools for deriving the implementation of control and data paths.

5. Synthesis of data path

The method of data path synthesis employed in PN2DCs is based on the mapping of CPN fragments into predesigned
hardware components. A part of the library of such components and corresponding CPN fragments are shown in Figure 6.
The solid places and arcs in the CPN column correspond to data inputs and outputs; the dashed arcs and places denote the
control signals (request and acknowledgement).

A block diagram for the GCD data path is presented in Figure 7. It is mapped from the CPN specification shown in
Figure 4. The CPN is divided into the following fragments, which have hardware implementations in the library shown in
Figure 6: 2 multiplexers, 2 registers, 1 comparator and 2 subtracters. These hardware components are connected according
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to the arcs between the corresponding fragments of the CPN. To save the hardware, the output z is not latched in its own
register. Instead it is taken from the register y and is valid when the controller sets the z_req signal.

If the library of data path components does not have an appropriate block, the latter should be either manually constructed
or automatically generated from RTL, using the VeriMap software tool [31]. Its input is a single-rail circuit synthesised
from behavioural specification by an RTL tool. The method employs dual-rail encoding and monotonic switching which
facilitate the hazard-free logic. The completion detection built on dual-rail logic provides the average case performance of
data path components. The method extends the traditional single-spacer dual-rail encoding with two spacers (all-zeros and
all-ones) alternating in time. The alternating spacers provides strictly periodic refreshing of all wires in the data path which
is beneficial for testing, dynamic logic and security applications. The VeriMap tool is compatible with the conventional EDA
design flow at the level of Verilog netlists.
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Figure 7. GCD data path
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6. Direct mapping of control path

The main idea of the direct mapping is that a graph specification of a circuit can be translated directly (without computa-
tionally hard transformations) into the circuit netlist in such a way that the graph nodes correspond to the circuit elements and
graph arcs correspond to the interconnect. Direct mapping approach originates from [15], where a method of the one-relay-
per-row realisation of an asynchronous sequential circuit is proposed. This approach is further developed in [33] where the
idea of the I-hot state assignment is described. The 1-hot state assignment is then used in the method of concurrent circuit
synthesis presented in [14].

A circuit diagram of a David cell (DC) is shown in Figure 8(a). DCs can be coupled using a 4-phase handshake protocol,
so that the interface (al, r) of the previous stage DC is connected to the interface (a, 71) of the next stage as shown in
Figure 8(b). Output r of a DC is used to model the marking of the associated PN place. If the output r is low the corresponding
place is empty and if it is high then the corresponding place is marked with a token. The operation of a single DC is illustrated
in Figure 8(c). The transitive places prev and next represent the high level of signals r1 and r respectively. Their state
denotes the marking of places associated to previous stage and next stage DCs, see Figure 8(d). The dotted rectangle depicts
the transition between prev and next places. This transition contains an internal place, where a token ‘disappears’ for the
time ¢,.1— _,+. In most cases this time can be considered as negligible, because it corresponds to a single two input NOR-gate
delay.

The circuits built of DCs are speed independent and do not need fundamental mode assumptions. On the other hand,
these circuits are autonomous (no inputs/outputs). The only way of interfacing them to the environment is to represent each
interface signal as a set of abstract processes, implemented as request-acknowledgement handshakes, and to insert these
handshakes into the breaks in the wires connecting DCs. This restricts the use of DCs to high-level design.

6.1. Direct mapping from LPNs

The PN2DCs tool [27] uses the direct mapping from LPNs approach based on [19]. In this approach the places of the
control path LPN are mapped into DCs. The request and acknowledgement functions of each DC are generated from the
structure of the LPN in the vicinity of corresponding place as shown in Figure 9. The request function of each DC is shown
in its top-left corner and the acknowledgement function in its bottom-right conner.

The GCD control path described by the LPN in Figure 3 is mapped into the netlist of DCs shown in Figure 10. Each
DC in this netlist corresponds to the LPN place with the same name. The requests to the data path (x_req, y_req, cmp_req,
sub_gt_req, sub_lIt req, z_req) and the acknowledgements from the data path (x_ack, y_ack, gt_ack, It_ack, eq_ack, z_ack)
are defined by the local control net places with the same names.

There is a space for further optimisation of the obtained control path circuit. For example, two DCs p_mrg and p_cmp
could be merged. Also the request function of the p_mrg DC could be simplified by introducing additional memory elements.
However, the obtained circuit is implementable in standard libraries e.g. AMS already and exhibits good size and speed
characteristics. Its consists of 120 transistors and has the worst case latency of 4 negative gates in the x_ack —cmp_req path.

6.2. Direct mapping from STGs

The method of direct mapping from STGs proposed in [3] is implemented in the OptiMist software tool [30]. The tool first
converts the system STG into a form convenient for direct mapping. Then it performs optimisation at the level of specification
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and finally maps the optimised STG into circuit netlist. In order to transform the initially closed system specification into
the open system specification, the concepts of environment tracking and output exposure are applied. These concepts can be
applied to an STG that is consistent, output persistent and delay insensitive to inputs.

Consider the application of the OptiMist tool to the example of the GCD control path. Its STG is obtained by refining the
LPN generated from the HDL specification by PN2DCs tool. In order to produce the control path STG shown in Figure 11
the events of the LPN are expanded to a 4-phase handshake protocol. After that, the GCD datapath schematic shown in
Figure 7 is taken into account to manually adjust the STG to the datapath interface. In the modified STG the request to
the comparator cmp_req is acknowledged in 1-hot code by one of the signals: gt_ack, eq_ack or It_ack. The request to the
subtracter sub_gt_req is acknowledged by x_ack. This is possible because the procedure of storing the subtraction result into
the register is controlled directly in the datapath and does not involve the control path. Similarly sub_It_req is acknowledged
by ack_y.

When the OptiMist tool is applied to the original STG of GCD controller it produces the device specification which is
divided into a tracker and a bouncer parts, as shown in Figure 12. The bouncer consists of elementary cycles representing the
outputs of GCD controller, one cycle for each output. The elementary cycles for the inputs are not shown as they belong to
the environment. The tracker is connected to inputs and outputs of the system by means of read arcs, as it is described in the
procedure of outputs exposure.

There are two types of places in the tracker part of the system: redundant (depicted as small circles) and mandatory
(depicted as big circles). The redundant places can be removed without introducing a coding conflict while the manda-
tory places should be preserved. OptiMist tool determines the sets of redundant and mandatory places using the heuristics
described in [30].

The first heuristic, most important in terms of latency, states that each place whose all preceding transitions are controlled
by inputs and all successor transitions are controlled by outputs can be removed from the tracker. Removal of such a place
does not cause a coding conflict as the tracker can distinguish the state of the system before the preceding input-controlled
transitions and after the succeeding output-controlled transitions. However, a place should be preserved if any of its preceding
transitions is a direct successor of a choice place. Preserving such a place helps to avoid the situation when the conflicting
transitions (direct successors of the choice place) are controlled by the same signal. The removal of the redundant places
detected by the first heuristic reduces both the size and the latency of the circuit.

The redundant places detected by the above heuristic in GCD example are px1, pyl, px3, py3, px5, py5, pgt3, plt3, pgt5,
plt5, peq3 and peq5. The places pgtl, plt] and peql which follow the choice place cmp2 should be preserved. Their removal
would cause an ambiguous situation when the first transitions to the three conflicting branches are controlled by the same
signal cmp_req=0.

The next heuristic for redundant places detection traverses the chains of non-redundant places between input-controlled
transitions. The traversing of a chain starts from the place after an input-controlled transitions and progresses in the direction
of consuming-producing arcs. For each place in the chain it is checked if its removal causes a coding conflict. The potency of
a coding conflict is checked assuming that all the places which are currently tagged as redundant are already removed from
the tracker. If the coding conflict does not occur then the place is tagged as redundant. The traversing of the chain stops when
a non-redundant place is found. After that the next chain is processed.

The redundant places cmp?2, pgt2, plt2 and peq?2 are detected by this heuristic in the GCD example. Place cmp! can also
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Figure 13. Optimisation

be tagged as redundant but it is kept by the OptiMist tool in order to preserve the simplicity of the cmp_req elementary cycle.
Without this place the positive phase of the cmp_req would be controlled by two context signals from the tracker (read-
arcs from px4 and py4) and two trigger signals from the environment (x_ack=0 and y_ack=0). The trade-off between the
complexity of elementary cycles and the number of places in the tracker can be set as an OptiMist command line parameter.
Removal of any of the other places from the tracker causes the coding conflict and such places should be preserved.

After the outputs are exposed and the redundant places are detected, the OptiMist tool optimises the tracker by removing
the redundant places and preceding dummy transitions. The removal of a place involves the change of the STG structure but
preserves the behaviour of the system w.r.t. input-output interface. The result of GCD control path optimisation is presented
in Figure 13.

This STG can now be used for circuit synthesis. For this each tracker place is mapped into a DC and each elementary
cycle is mapped into a FF. The request and acknowledgement functions of a DC are mapped from the structure of the tracker
in the vicinity of the corresponding place, similar to the mapping from LPNs technique. The set and reset functions of a FF
are mapped from the structure of the set and reset phases of the corresponding elementary cycle.

The GCD controller circuit obtained by this technique consist of 15 DCs and 6 FFs. The maximum number of transistor
levels in pull-up and pull-down stacks is 4. This transistor stack appears in the request function of the DC for cmpl and
formed by the signals x_ack=0, y_ack=0, px4_req and py4_req.

The longest latency, which is the delay between an input change and reaction of the controller by changing some outputs,
is exhibited by cmp_req signal. The latency of its set and reset phases is equal to the delay of one DC and one FF. The other



outputs are triggered directly by input signals which means that their latencies are equal to one FF delay plus the delay of
one inverter when the trigger signal requires inversion.

7. Explicit logic synthesis of control path

The explicit logic synthesis methods work with the low-level system specifications which capture the behaviour of the
system at the level of signal transitions, such as STGs. These methods usually derive boolean equations for the output signals
of the controller using the notion of next state functions obtained from STGs [7].

An STG is a succinct representation of the behaviour of an asynchronous control circuit that describes the causality rela-
tions among the events. In order to find the next state functions all possible firing orders of the events must be explored. Such
an exploration may result in a state space which is much larger than the STG specification. Finding efficient representations
of the state space is a crucial aspect in building synthesis tools.

The synthesis method based on state space exploration is implemented in the Petrify tool [8]. It represents the system state
space in form of a State Graph (SG), which is a binary encoded reachability graph of the underlying PN. Then the theory of
regions [9] is used to derive the boolean equations for the output signals.

The explicit representation of concurrency results in a huge SG for a highly concurrent STG. This is known as the state
space explosion problem, which puts practical bounds on the size of control circuits that can be synthesised using state-based
techniques.

The other interesting issue is the unambiguous state encoding. It appears when the binary encoding of the SG state alone
cannot determine the future behaviour of the system. Hence, an ambiguity arises when trying to define the next-state function.
Roughly speaking, this phenomenon appears when the system does not have enough memory to ‘remember’ in which state
it is. When this occurs, the system is said to violate the Complete State Coding (CSC) property. Enforcing CSC is one of the
most difficult problems in the synthesis of asynchronous circuits. The general idea of solving CSC conflicts is the insertion
of new signals, that add more memory to the system. The signal events should be added in such a way that the values of
inserted signals disambiguate the conflicting states.

7.1. Automatic CSC conflict resolution

One of the possibilities to resolve the CSC conflicts is to exploit the Petrify tool and the underlying theory of regions. In
Petrify all calculations for finding the states in conflict and inserting the new signal events are performed at the level of SG.
The tool relies on the set of optimisation heuristics when deciding how to insert new transitions. However, the calculation of
regions involves the computationally intensive procedures which are repeated when every new signal is inserted. This may
result in long computation time.

When the system becomes conflict-free, the SG may be transformed back into STG. Often the structure of resultant STG
differs significantly from the original STG, which might be inconvenient for its further manual modification. Actually, the
STG look may change even after simple transformation to SG and back to STG, because the structural information is lost at
the level of SG.

The conflict-free STG for the GCD control path obtained by Petrify is shown in Figure 14. There are two changes to the
structure of the STG which are not due to new signal insertion. Firstly, the transition cmp_reg+ is split into cmp_req+/1 and
cmp_req+/2; Secondly, the concurrent input of x and y is synchronised on cmp_req+/1 instead of dummy now.

Petrify resolves the CSC conflicts in GCD control path specification adding five new signals, namely csc0, cscl, csc2,
csc3, csc4. The insertion of signals csc0, csc3 and csc4 is quite predictable. They are inserted in three conflicting branches
(one in each branch) in order to distinguish between the state just before cmp_req+/1 and just after eq_ack-, gt_ack-, It_ack-
respectively.

For example, the state of the system before and after the following sequence of transitions is exactly the same:
cmp_req+/1—eq_ack+—cmp_req-/1—eq_ack-. In order to distinguish between these states cscO+ transition is inserted
inside the above sequence. As the behaviour of the environment must be preserved, the new transition can only be inserted
before the output transition cmp_reg-/1. The are two possibilities for its insertion: sequentially or concurrently. The former
type of insertion is usually (but not always) preferable for smaller size of the circuit, the latter for lower latency. Relying on
its sophisticated heuristics Petrify decides to insert cscO+ sequentially. Signal cscO is reset in the same branch outside the
above sequence of transitions.

Similarly, signals cscl and csc2 are inserted to distinguish the states before and after the sequence of transitions
X_req+—x_ack+—x_req-—x_ack- and y_req+—Yy_ack+—y_req-—Yy_ack- respectively. However the reset of csc2 is not
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Figure 14. Resolution of CSC conflicts by Petrify

symmetrical to the reset of cscl (as is expected) and involves a significant change of the original STG structure, see Fig-
ure 14.

The synthesis of the conflict-free specification with logic decomposition into gates with at most four literals results in the
following equations:

[x_req] = z_ack’ (cscO cscl’ + csc2’);
[y_reqg] = z_ack’ cscl’;

[z_reqg] = csc0 eg_ack’ cscl;

[3] = csc4’ + csc3’ + cscO + csc2’;
[cmp_req] = [3]’ x_ack’ y_ack’ cscl;
[sub_gt_req] = csc3’ gt_ack’;
[sub_lt_req] = csc4’ lt_ack’;

[csc0] = csc2 cscO0 + eqg_ack;

[cscl] = csc0O’ y_ack + z_ack’ cscl;
[9] = cscO’ (csc2 + x_ack);

[csc2] = x_ack’ csc2 y_ack’ + [9];
[csc3] = gt_ack’ (csc3 + x_ack);
[csc4] = 1lt_ack’ (cscd4 + y_ack);

The estimated area is 432 units and the maximum and average delay between the inputs is 4.00 and 1.75 events respectively.
The worst case latency is between the input x_ack+/1 and the output x_req-. The trace of the events is x_ack+/I—csc_2-
—csc_0-—csc_2+—x_req-. Taking into account that CMOS logic is built out of negative gates these events correspond to the
following sequence of gates switching: [x_ack]]— [x_ack’|]— [csc2’T]— [esc2]]— [cscO’'T]— [9°|]— [9T]— [esc2’|]—
[x_req’T]— [x_req]]. This gives the latency estimate equal to the delay of 9 negative gates.

7.2. Semi-automatic CSC conflict resolution

A semi-automatic approach to CSC conflict resolution is adopted in the ConfRes tool [21]. The main advantage of the tool
is its interactivity with the user during CSC conflict resolution. It visualises the cause of the conflicts and allows the designer
manipulate the model by choosing where in the specification to insert new signals.

The ConfRes tool uses STG unfolding prefixes [18] to visualise the coding conflicts. An unfolding prefix of an STG is
a finite acyclic net which implicitly represents all the reachable states of the STG together with transitions enabled at those
states. Intuitively, it can be obtained by successive firings of STG transitions under the following assumptions: (a) for each
new firing a fresh transition (called an evenr) is generated; (b) for each newly produced token a fresh place (called a condition)
is generated. If the STG has finite number of reachable states then the unfolding eventually starts to repeat itself and can be
truncated (by identifying a set of cut-off events) without loss of information, yielding a finite and complete prefix.

In order to avoid the explicit enumeration of coding conflicts, they are visualised as cores, i.e. the sets of transitions
‘causing’ one or more of conflicts. All such cores must eventually be eliminated by adding new signals.

Two experiments are conducted. In the first one the strategy of sequential signal insertion is exploited in order to compete
automatic conflict resolution in circuit size. In the second experiment the new signals are inserted concurrently (where
possible) in order to achieve lower latency. The resultant conflict-free STG of the GCD controller is shown in Figure 15.
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Figure 15. Resolution of CSC conflicts by ConfRes

Petrify synthesises this STG with logic decomposition into gates with at most four literals into the following equations:

[x_reqg] = csc_x' z_ack’ csc_eq;

[y_req] = csc_y’ z_ack’ csc_eq;

[z_reqg] = csc_x’' eq_ack’ csc_eq’;

[3] = csc_y’ csc_x’ + csc_gt + csc_lt;
[cmp_req] = [3]' y_ack’ x_ack’ csc_eq’;
[sub_gt_req] = csc_gt gt_ack’;
[sub_lt_req] = csc_1lt lt_ack’;

[csc_x] = eg_ack’ (x_ack + csc_x);
[csc_y] = csc_y eqg_ack’ + y_ack;
[csc_gt] = x_ack’ csc_gt + gt_ack;

[10] = csc_eq (csc_x’ + csc_y') + z_ack;
[csc_eq] = csc_eq (x_ack + y_ack) + [10];
[csc_1lt] = y_ack’ (lt_ack + csc_1lt);

The estimated area is 432 units, which is the same as when the coding conflicts are resolved automatically. However,
the maximum and average delays between the inputs are significantly improved: 2.00 and 1.59 events respectively. The
worst case latency of the circuit is between gt_ack+ and cmp_req-/2 (or between eq_ack+ and cmp_req-/1). If the circuit
is implemented using CMOS negative gates then this latency corresponds to the following sequence of gates switching:
[gt_ackT]— [esc_gt’ |1— [csc_gtT]— [3’|1— [emp_req’ T]1— [cmp_req|]. This gives the latency estimate equal to the delay
of 5 negative gates, which is significantly better than in the experiment with automatic coding conflict resolution.

The other experiment with semi-automatic CSC conflict resolution aims at lower latency of the GCD control circuit. Now
the new signal transitions are inserted as concurrently as possible. Namely, csc_x+ is concurrent to x_ack+/1; csc_y+ is
concurrent to y_ack+/1; csc_gt- is concurrent to x_ack+/2; and csc_lIt- is concurrent to y_ack+/2. The other transitions are
inserted the same way as in the previous experiment.

Two new signals, map0 and mapl, are added by Petrify in order to decompose the logic into library gates with at most
four literals. This results in larger estimated circuit size, 592 units. The average input-to-input delay of the circuit becomes
1.34 events, which is smaller than in the previous experiment. However, the maximum latency of the circuit is 7 negative
gates delay. It occurs, for example, between gr_ack+ and cmp_req- transitions. The gates switched between these transi-
tions together with the direction of switchings are: [gt_ackT]— [csc_gt’|]— [csc_gtT]— [map0’|]— [mapOT]— [5°|]—
[emp_req’T]— [cmp_req|]. The worst case latency in this implementation is greater than the latency in the previous design
due to the internal map0 and map1 signals, which are used for decomposition of non-implementable functions.

The complex gate implementation of the GCD controller, where CSC conflict is resolved manually by inserting new
signals in series is the best solution (in terms of size and latency) synthesised by Petrify with the help of the ConfRes tool. It
consists of 120 transistors and exhibits the latency of 5 negative gates delay.

Clearly, semi-automatic conflict resolution gives the designer a lot of flexibility in choosing between the circuit size and
latency. The visual representation of conflict cores distribution helps the designer to plan how to insert each phase of a new
signal optimally, thus possibly destroying several cores by one signal. The diagram of core distribution is updated after
every new signal insertion. As all the modifications to the system are performed on its unfolding prefix, there is no need to



Tool Area Speed (ns) computation
(,qu) X=y | x=12, y=16 time (s)
Balsa 119,647 21 188 <1
PN2DCs 100,489 14 109 <1
| Improvement | 16% | 33% | 2% | 0 |

Table 1. Comparison between Balsa and PN2DCs

Tool number of | latency | computation
transistors | (units) time (s)

OptiMist 174 4.5 <1

automatic 116 13.0 18

Petrify | sequential 120 8.0 2

concurrent 142 11.0 4

Table 2. Comparison between OptiMist and Petrify

recalculate the state space of the system, which makes the operation of ConfRes tool extremely fast.

Another approach to CSC conflicts resolution which avoids the expensive computation of the system state space is pro-
posed in [4]. The approach is based on the structural methods, which makes it applicable for large STG specifications. Its
main idea is to insert a new set of signals in the initial specification in a way that unique encoding is guaranteed in the
transformed specification. The main drawback of this approach is that the structural methods are approximate and can only
be exact for well-formed PNs.

8. Tools comparison

In this section the tools are compared using GCD benchmark in two categories: 1) system synthesis from high-level HDLs
and 2) synthesis of the control path from STGs.

Table 1 presents characteristics of asynchronous GCD circuits synthesised by Balsa and PN2DCs tools from high-level
HDLs. Both solutions are implemented using the AMS-0.35pm technology and dual-rail datapath components. The size of
each circuit is calculated using Cadence Ambit tool and the speed is obtained by circuit simulation in SPICE analog simulator.

The benchmark shows that the circuit generated by PN2DCs tool is 16% smaller and 33-42% faster than the circuit syn-
thesised by Balsa. The size and speed improvement in PN2DCs comparing to Balsa solution is due to different control
strategies. Note that the intermediate controller specification for the PN2DCs tool is manually optimised by removing redun-
dant places and transitions. This reduces the control path area by four DCs (732um?). However, the optimisation algorithm
is straightforward, the redundant places and transitions removal can be automated.

The time spent by Balsa and PN2DCs to generate the circuit netlists is negligible. This is because both tools use compu-
tationally simple mapping techniques, which allows to process large system specifications in acceptable time.

The characteristics of the circuits synthesised from STGs are shown in Table 2. The number of transistors for the circuits
generated by Petrify is counted for complex gate implementation. The technology mapping into the library gates with at most
four literals is applied.

In all experiments, the latency is counted as the accumulative delay of negative gates switched between an input and the
next output. The following dependency of a negative gate delay on its complexity is used. The latency of an inverter is
associated with 1 unit delay. Gates which have maximum two transistors in their transistor stacks are associated with 1.5
units; 3 transistors - 2.0 units; 4 transistors - 2.5 units. This approximate dependency is derived from the analysis of the gates
in AMS 0.35pm library. The method of latency estimation does not claim to be very accurate. However, it takes into account
not only the number of gates switched between an input and the next output, but also the complexity of these gates.

The Petrify tool was used to synthesise the circuits with three alternatives of CSC conflict resolution. In the first circuit
the coding conflict is solved by inserting new signals automatically. In the second and the third circuits the semi-automatic
method of conflict resolution is employed by using the ConfRes tool. In the second circuit the transitions of new signals are



inserted sequentially, and in the third one concurrently.

The experiments show that the automatic coding conflict resolution may result in a circuit with high output latency which
is due to non-optimal insertion of the new signals. The smallest circuit is synthesised when the coding conflicts are resolved
manually by inserting the new signals sequentially. This solution also exhibits lower latency than in the case of automatic and
concurrent signal insertion. The circuit with the new signals inserted concurrently lacks the expected law latency because of
its excessive logic complexity.

The circuit with the lowest latency is generated by the direct mapping technique using the OptiMist tool. This tool also
exhibits the smallest synthesis time which is due to low algorithmic complexity of the involved computations. This allows
processing large specifications, which cannot be computed by Petrify in acceptable time because of the state space explosion
problem.

This can be illustrated on the scalable benchmark with 3,4 5 and 6 concurrent branches. When the concurrency increases
the Petrify computation time grows exponentially (0.2s, Im15s, 7m52s and 33m12s respectively), while the OptiMist compu-
tation time grows linearly on the same benchmark (0.09s, 0.12s, 0.14s and 0.16s respectively). However, the GCD controller
synthesised by the OptiMist tool is about 45% larger than the Petrify’s solutions.

9. Conclusions

The state of the art in the synthesis of asynchronous systems form high-level behavioural specifications has been reviewed.
Two main approaches of circuit synthesis have been considered: syntax-driven translation and logic synthesis.

The syntax-driven approach is studied on the example of Balsa design flow. It uses a CSP-based language for the initial
system specification. Its parsing tree is translated into a handshake circuit, which is subsequently mapped to the library of
hardware components. This approach enables the construction of large-size asynchronous systems in a short time, due to
its low computational complexity. However, the speed and area of the circuit implementations may not be the best possible.
Therefore this approach benefits from peep-hole optimisations, which apply logic synthesis locally, to groups of components,
as was demonstrated in [5].

The logic synthesis approach is reviewed using the PN2DCs, OptiMist, Petrify and ConfRes tools. The PN2DCs tool
partitions the VHDL system specification on control and datapath. Petri nets are used for their intermediate behavioural
representation. The datapath PN is subsequently mapped into a netlist of datapath components. The controller PN can be
either mapped into a David cell structure or further refined to an STG. The control path can be synthesised by one of the above
mentioned tools. Logic synthesis approach is computationally harder than the syntax-based one. The direct mapping of Petri
nets and STGs in PN2DCs and OptiMist, helps to avoid state space explosion involved in the state encoding procedures used
in Petrify. At the same time, this comes at the cost of more area.

It should be clear that tools like Petrify and ConfRes should be used for relatively small control logic, for instance in
interfaces and pipeline stage controllers (see [10]), rather than complex data processing controllers, where PN2DCs is more
appropriate. The latter is however not optimal for speed because it works at a relatively high-level of signalling. OptiMist,
working at the STG level, combines the advantages of low computational complexity with high-speed due to its latency-aware
implementation architecture with a bouncer and a tracker.

The greatest common divisor benchmark is used to evaluate all of the above mentioned tools. The size and speed of the
resultant circuits are compared. They demonstrate the various possible enhancements in the design flow, such as the use of
an interactive approach to state encoding in logic synthesis.

In the future a combination of techniques in a single tool flow might prove most advantageous. For example, at first, each
output signal which has a complete state coding can be synthesised individually by Petrify, with or without use of ConfRes.
Then, all the remaining outputs, whose CSC resolution is hard or impossible, can be mapped into logic at once by OptiMist.
Here, the best trade-off between area and performance may be achieved.
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Abstract

Flexibility in real-time, embedded systems is important. As in any
type of system, changes arise from maintenance, enhancements and up-
grades. These changes are only feasible if timing requirements imposed
by the real-time nature of the system can still be met. A flexible design
will allow tasks to be added without impinging on other tasks, causing
them to miss deadlines. The design space for these systems consists of
many configurations describing how tasks and messages are allocated to
hardware and scheduled on a hardware platform. The changeability of a
system can be considered as a quality attribute and enhanced using sce-
nario based analysis and architecture trade off methods. Heuristic search
is a well recognised strategy for solving allocation and scheduling problems
but most research is limited to finding any valid solution for a current set
of requirements. The technique proposed here incorporates scenario based
analysis into heuristic search strategies where the ability of a solution to
meet a scenario is included as another heuristic for the changeability of a
system. This allows future requirements to be taken into account when
choosing a solution so that future changes can be accommodated with
minimal alterations to the existing system.

1 Introduction

Designing to cope with change has become increasingly important as complexity
increases. Changes to a poorly designed system are likely to lead to ripple
effects where the cost of the change is disproportionate to its size and may even
outweigh the benefits received from the change. Ideally both the size and cost of
change should be comparable to the resulting effect. An extreme example of this
can be found in the avionics domain. The huge cost of developing new aircraft
platforms means that systems are likely to be in use for decades, requiring
several upgrades. Any changes must be re-certified adding to the importance
of keeping the number of changes to perform an upgrade minimal. There are
similar circumstances in other industries, such as automotive, where changes to
independently developed modules shouldn’t ripple through the entire system.



A major difficulty in designing for change is being able to predict the changes
that will be required. It is common for large systems to use a phased develop-
ment program. In this instance, future phases should be carefully planned with
documented future requirements. Alternatively, a possible enhancement may
arise during development that is postponed for a future, larger upgrade. Both
of these situations suggest anticipated changes. Unanticipated changes can arise
from problems found during testing or from new requirements submitted by a
customer. In reality, low level changes for an anticipated future requirement,
such as increases to task execution times, cannot be fully known without actu-
ally implementing the change. In this sense changes are rarely 100% anticipated
but rather estimated to within some degree of correctness.

Baseline System Anticipated Change Possible Future

/ / Requ/irements

Requirement C

A4

\ 4

Requirement A

Requirement B

Solution C

A4

Solution A

\4

Solution B

Baseline Solution \ /

Costs of change

Figure 1: The cost of meeting future requirements, y, is dependent upon the solution
chosen to meet immediate changes. Minimising this cost, x, for iminent changes may
not minimise the total cost of change, x + y, over the lifespan of the project.

The method outlined in this paper uses anticipated change scenarios to select
a design for a system under development that will allow the eventual upgrade
described in the scenario to be realised with minimal changes to the design. In
addition, there is an investigation of how using scenarios for anticipated changes
increases system flexibility for unanticipated changes. The chosen design for the
current system requirements is referred to as the baseline design, shown as the
baseline solution in figure 1. In addition to creating a flexible baseline design,
a simple metric is suggested for measuring the cost of an upgrade to meet new
requirements. This enables us to select an upgrade that requires fewest and
cheapest changes. A longer term aim is to consider how minimising the cost
of an upgrade trades off with the flexibility of the new baseline being created.
In a system being developed over several phases, it is important to consider all
phases not just the next one as proposed in figure 1. The further into the future
a change is due to occur, the fuzzier and less certain the requirements become
and hence these scenarios should be given less weight.

To show how scenarios may be used in embedded systems a task allocation
example is used. These systems will contain several tasks distributed between
a number of processors communicating via messages on a network. A partic-
ular configuration of such a system describes the way tasks and messages are
allocated and scheduled within the system. Separating software application de-
velopment from the selection of a configuration can greatly ease upgrades as the



configuration can be changed post initial development. In the avionics domain,
Integrated Modular Avionics (IMA) provides a standardised interface between
software and hardware [2, 10]. Our work is motivated by finding a method
to configure an IMA system that will produce flexible solutions with respect
to future upgrades. A valid allocation will be required to meet non-functional
constraints such as timing deadlines and having tasks allocated to a processor
appropriate to its criticality. As far as future changes are concerned, the base-
line configuration should be designed so that changes (e.g. adding additional
tasks or changing existing worst-case execution times) can be handled without
having to alter the configuration of the existing tasks.

In previous work [5], we presented a heuristic search based environment for
selecting a configuration. Each configuration is evaluated using a function to
measure the quality attributes of the system under that configuration. This
paper integrates scenario based assessment into that environment to produce
more flexible baselines. An additional component is introduced to the quality
evaluation function which is able to measure the cost when a change has to be
made. Adding this component allows the cost of upgrades to be minimised.

The structure of the paper is as follows. The next section describes the task
allocation problem in further detail and is followed by section 3 describing the
research challenges involved in creating flexible real time distributed systems.
The paper continues in section 4 with an overview of scenarios and scenario
based assessment. Section 5 outlines the subject of heuristic searching and
some details of how it is used in our tool. Following this, section 6 explains
how the two subjects are integrated to perform configuration selection. The
technique is assessed in section 7 by attempting some upgrades on baselines
to check whether the use of scenarios reduces the cost of change. Finally the
potential future work and conclusions are presented.

2 The Distributed Task Allocation Problem

Our previous work defined a trade-off analysis process [6] to define the objec-
tives and design options for selecting an architecture with initial results for the
task allocation problem presented in [4]. In this section, the objectives for a
distributed real time embedded systems architecture are presented along with
a description of the design choices available.

It is necessary to outline the objectives for the optimisation framework so
that appropriate verification techniques can be derived and the corresponding
results fed into the cost function which is used to judge the design. The primary
objective is to meet the timing requirements of the system. This can be split
into two categories. Those applicable to individual tasks and those applicable
to multiple tasks. The requirements for individual tasks are period, deadline
and completion jitter (completion jitter is the allowed variation in when a task
might complete). The requirements for multiple tasks are:

e transaction deadline is the time by when an ordered sequence of tasks,
known as a transaction, must complete.

e transaction completion jitter is the allowed variation in completion time
of the transaction



e separation is a requirement for the minimum interval from when a task
completes to the time another task starts executing for a particular pair
of tasks.

Any tasks which communicate in a transaction communicate with a message. If
the tasks are allocated to the same processor, this communication time will be
negligible compared to if communicating tasks are distributed across different
processors. However, sometimes it is necessary to force communicating tasks
on to different processors. This occurs when either the required resources for a
transaction are too high for a single processor or a task is not suited to running
on a particular type of processor for other reasons, e.g. fault tolerance. So
far our work supports transactions and transaction deadlines. Problems with
completion jitter have been considered previously [4] but are not covered as yet
in this body of work.

As previously stated, the objectives of the work are also to better support
scalability and flexibility. At a lower-level this means that the design can cope
with both changes and failures, although in this paper only change is handled.

The changes are of two types:

1. Changes to the execution profile of tasks. In this paper, the execution
profile is described using Worst Case Execution Time (WCET).

2. Addition of new tasks and messages to the system. It should be noted the
removal of tasks is not considered.

Therefore, the cost function should have components that assess how the design
copes with changes (scenario-based assessment) and also determines the limits
of changes that can be made before the timing requirements are no longer met
(sensitivity analysis). Sensitivity analysis is applied to all individual tasks and
task sets on each processor. Scenario-based assessment is used to fully explore
part of the system which is expected to change (e.g. the effect of increasing the
WCET for a set of tasks not on the same processor).

A final objective of the work is that the number of processors used should be
minimised. Clearly solutions can be derived where a large number of processors
are used and hence the system is able to cope with a great deal of change
and failures. However, from a cost perspective this is not desirable. Hence an
objective should be to keep the number of processors to a minimum.

The design choices considered in this paper are:

1. Ordering - this can mean priority in priority scheduling schemes or slot
position in static scheduling

2. Allocation - the processor on which a task executes or communications
bus for a message

Included within the allocation choice is the ability not to allocate any tasks to
a particular processor, hence reducing the number of processors used.

3 Research Challenges

It is widely acknowledged that obtaining a set of consistent and stable require-
ments is difficult [18], especially on the first iteration of the development pro-
cess. Using and relying on future requirements and properties of the system



may seem optimistic or even damaging as they may be incorrectly predicted.
However, it may be easier to predict non-functional requirements and properties
than functional ones. For example, there may be any number of ideas regarding
the additional functionality for a particular subsystem. In contrast, it may be
possible to estimate a bound for the number of additional tasks and spare ex-
ecution time required to the necessary changes. Whether this can be achieved
can be assessed using sensitivity [7] and scenario analysis. A key benefit of the
approach is that irrespective of how accurate the predictions are, the baseline
requirements and properties will still be met so nothing is lost over not perform-
ing any change analysis. However it should be recognised that indiscriminate
use of scenarios is likely to be ineffective, and the wide spread use of scenarios
may lead to tractability and scalability concerns.

Using scenarios allows design to have flexibility built into the appropriate
parts of the system. A problem arises when a subsystem that was predicted
to be relatively stable requires a large change. Without infinite resource, scal-
ability must be traded off between subsystems hence a subsystem incorrectly
determined to be stable may be difficult to change. This leads to the general
problem of how to generate realistic scenarios for a system and how they should
be prioritised [14]. For the method to be successful, some effort needs to be put
into considering future requirements. This additional cost has greater benefit as
the systems being considered become larger or more expensive to change, e.g.
avionics. Often these types of systems are considered so difficult to change that
anything other than major Mid-Life Updates (MLU) are prohibited [10].

To be able to apply an automated design process, the architecture must
be modelled in such a way that allows it to be automatically modified. Our
work has concentrated on varying the allocation of tasks to processors and the
changing of scheduling parameters, but it also allows variations in hardware in
term of the number of processors used. An architecture model must be accurate
enough for it to be representative of the system but simple enough for it to
be calculated efficiently. For example, there are different computational model
for scheduling tasks which generally trade off the amount of pessimism in the
model with calculation time. The model chosen must be accurate enough to be
useful but if a large search space is to be covered in a tolerable amount of time
a reasonable amount of pessimism has to be allowed.

There are challenges involved in calculating quantitative values to assess
some qualities such as the changeability or dependability of an architecture.
These are qualities which are hard to accurately assess without building, run-
ning and maintaining a system. Values assigned to these properties are sub-
jective and the methods for measuring them need to be adaptable to different
architectures and system requirements. This is among the issues that needs to
be addressed to be able to generalise the method over different architectural
styles, different quality attributes (e.g. power consumption) and different sys-
tems design problems.

In summary, the research challenges are:

1. Defining suitable scenarios for examining the impact of potential changes.
2. Prioritising the use of scenarios.

3. Creating a framework based on automated search techniques to solve the
allocation problem that makes effective use of scenarios.



4. Showing the benefit of the approach to a wide variety of problem domains.
5. Dealing with scalability issues.
6. Broadening the approach to other non-functional properties such as power.

7. Developing analysis that trades off fidelity agains computational complex-
ity.

4 Scenarios

A scenario is a textual description of a possible requirement for a system. They
may be qualitative as in “how secure is the system against a particular type
of attack” or quantitative as in “how much will response times increase if the
number of expected users increases by a factor of 10”. Applying a number of
possible scenarios to a system architecture in the early stages of development
can help to elicit new lower level requirements. A scenario might be that the
layout of a Head Up Display (HUD) is to move from being fixed to being mission
dependent. This may introduce a layout component into the architecture and
hence a placement algorithm will need to be introduced into the lower level
design.

For this to be most useful it is necessary to quantify the non-functional
attributes from an architectural model. This is easier for some qualities, such as
timing and memory usage, than for more subjective ones such as security and
modifiability. Scenarios can also be used to consider future changes after the
current system has been developed.

One of the first techniques proposed which used scenarios to assess the
flexibility of an architecture was the Scenario Architecture Analysis Method
(SAAM)[13]. This technique applies a scenario to a model of an architecture
and marks the subsystems that would be required to change to meet the scenario.
After a number of scenarios have been applied, the sensitivity of a subsystem is
said to correspond to the number of scenarios assigned to it. This information
can be used to decide if any components of the architecture need to be made
more scalable of if the architecture should be changed. It is not possible to make
a whole system scalable but instead to trade off scalability and other quality
attributes between subsystems of an architecture. SAAM suggests scenarios as
one way of doing this though it does not consider trading off qualities other than
modifiability. The Architecture Tradeoff Analysis Method (ATAM)[14] covers a
much wider range of quality attributes. It is more of an iterative approach than
SAAM allowing architectures to be reworked and re-evaluated.

Much of the difficulty with any scenario based analysis technique is gener-
ating the scenarios. Different stake-holders such as customers, managers and
developers will have different perspectives on the system. There may be or-
ganisational difficulties in eliciting information from all parties at once and the
information may conflict. It follows that a scenario will never be precise and
therefore any scenario based method should have tolerance to inaccuracies in
the scenarios.

Our work looks at how knowledge contained in scenarios can be used in an
automated environment for producing allocation and scheduling configurations
to cope with change. Consideration is given to the inexact nature of scenarios
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Figure 2: The search is guided towards valid solutions by the quality evaluation func-
tion

and whether using incorrect scenarios still aids modifiability or whether it may
in fact have a negative impact on the cost of an upgrade.

5 Heuristic Searching

A heuristic search is guided through a search space by a function which measures
the quality of a solution. The search takes steps to optimise the quality of the
system and usually rejects steps which worsen it. An element of randomness
allows the search to occasionally move via solutions of worse quality to avoid
local optima. The technique is often targeted at problems for which the search
space is NP large such as allocation and scheduling problems [11, 3, 9, 1, 17].
The uniqueness of the work presented here is that all other approaches have
mainly tackled the allocation problem for the baseline design. That is, it has
not addressed the significant problem of tolerating change and attempting to
minimise the alterations when change is required.

The section is split into four parts. Firstly, the heuristic search algorithm
is explained. Secondly the cost function for evaluating baseline designs is pre-
sented. Next, a component for measuring change when moving from a baseline
to new requirements is described. Finally all the components are combined into
a single cost function.

5.1 The Heuristic Search Algorithm

There are many heuristic search strategies each with their own variations [8].
The tool referred to in this paper and used in the evaluation uses simulated
annealing [15]. The reason for choosing simulated annealing is based on it
previously having been demonstrated as effective for allocation style problems
[16]. Future work will explore whether other approaches are more efficient or
effective as adding scenarios significantly affects the nature of the problem.
Simulated annealing starts at some point in the design space and uses an
evaluation function to direct itself towards valid solutions as depicted in figure
2. The starting point may be chosen at random or in the case of searching for



a configuration to perform an upgrade may start at the baseline configuration.
The algorithm for simulated annealing in relation to finding a configuration is
written below.

t = initial_temperature
current_config = random starting configuration
current_cost = cost(current_config)
best_config = current_config
best_cost = current_cost
loop
num-moves = 0
loop
increment num.-moves
new_config = modify(current_config)
new_cost = cost(new_config)
if (new_cost < current_cost)
current_config = new_config
current_cost = new_cost
if (new_cost < best_cost)
best_config = new._config
best_cost = new_cost
moves_since_improvement = 0
else
increment moves_since_improvement
endif
else
prob = random probability
d = new_cost - current_cost
if ( prob < exp(-d/t) )
current_config = new_config
current_cost = new_cost
endif
increment moves_since_improvement
endif
while (num moves < M) and
(moves_since_improvement < N)
t = t * cooling_factor
while (moves_since_improvement < N)

The algorithm tries to minimise a cost function which assesses the quality of
solutions. The temperature parameter governs the likelihood of accepting a
higher cost solution and is reduced as the search progresses. The temperature
is decreased by multiplying it by a cooling factor every M moves. The initial
temperature value will be related to the range of the cost function. For cost
values in the range [0, 1], we have found an initial temperature of 0.025 to be
suitable. Typically the cooling factor would be set to 0.98 and reduced every
1000 moves.

All heuristic search algorithms have a number of parameters which affect
how they move around the search space. For example, the ability to move
to a new area via a region of lower quality of solutions, which is governed by
the temperature in simulated annealing. This is coupled with the problem of
deciding how solutions are evaluated for quality. For these reasons, even though
similar problems have been solved with heuristic search techniques, each new
application requires an assessment of how to optimise the search to the problem.
In particular, there are difficulties with evaluating qualitative non-functional
requirements such as safety, security, dependability and changeability. This



work considers how to deal with the latter. In previous work [5] the primary
measurement of changeability was task sensitivity. Task sensitivity is where
specific task(s) have their execution times extended until the system is no longer
schedulable. Without specifying which tasks need to change, only a limited
number of uniformly distributed task sets can be selected, e.g. group tasks by
processor. The weakness of this approach is that there are a limited number of
combinations that can be assessed as part of a scalable search strategy.

Task sensitivity is detailed in the following sub-sections with other measure-
ments used for measuring the quality of a solution. A number of individual cost
components are calculated which are then combined using a weighted mean to
produce the overall cost value.

5.2 Cost Function Components for the Baseline System

The equations for each cost component are described below. Each component
is normalised to the range [0, 1]. This eases the seeting of the weightings of each
cost component when they are combined into an overall cost function. That is,
ensures that if the weightings of two components are equal then their importance
in the overall cost function is also equal.

There are three broad classes of equations. There are components which
ensure a solution is valid, components which try to give the solution desirable
properties and finally components which help guide the search and improve
search performance.

The first component gives a cost for unschedulable tasks.

num unschedulable tasks

fi= (1)

num tasks

It counts the number of unschedulable tasks and divides by the number of tasks
in the system to produce a value between 0 and 1.
The second component is identical to equation (1) but for messages instead

of tasks.
num unschedulable messages

f2= (2)

num messages

The next component calculates a cost for the number of unschedulable pro-

Cessors.
num unschedulable processors
f3= 3)

num processors

A processor is unschedulable if any of the tasks on it are unschedulable. This
component has the effect of giving a bonus value to the cost when a processor
becomes schedulable.

The following is the same as equation (3) but for networks.

num unschedulable networks
fa= (4)

num networks

To emphasise the benefit of the whole system being schedulable over, for
example, a single task being unschedulable, the following equation is used.

f5 = num unschedulable systems (5)

This component has a value of 1 if any task or message is unschedulable and 0
otherwise.



Below is the component used to restrict the framework from using an arbi-
trarily large number of processors to achieve a scalable system.

fe = (6)

The above equation calculates the proportion of available processors used. This
component is given a low weighting in the evaluations presented in this paper
since the emphasis is on scalability.

Equation (7) is used to calculate a cost for task sensitivity.

fr = ZieTASKS SENS; (7)
num TASKS

where TASKS is the set of all system tasks and SENS; is the sensitivity of task

i calculated using

num processors used

num processors

SENS; = ¢~ SCAL: (8)

where C; is the worst case execution time of task i, and SCAL; is the largest
value of a factor s € R such that the system is schedulable when the worst case
execution time of task ¢ is set to |sC;]. The parameter A can be used to vary
the range of scalability values over which the value of the cost component varies
most.

A sensitivity rating is also given to each processor as a whole as well as
individual tasks.

Zj PROC_SENS;

numm processors

Is 9)

This component is similar to the one in equation (7) but considers the scalability
of all tasks on a processor.

PROC_SENS; = ¢ *PROC-SCAL; (10)

where PROC_SCAL; is the largest value of a factor s € R such that the system
is schedulable when the worst case execution time of all tasks on processor j is
multiplied by s. The parameter A can be used to vary the range of scalability
values over which the value of the cost component varies most.

Note that it is valid for either of SCAL; in equation (8) or PROC_SCAL; in
equation (10) to be less than 1 which indicates the system is currently unschedu-
lable. This is used to help guide the search towards a schedulable solution as
well as to make the final solution more scalable. In some cases, reducing the
execution time of a single task or even all tasks on a single processor is not
sufficient to make the system schedulable. In these cases the sensitivity for the
corresponding task or processor is set to 1.

Some of the possible allocations are likely to be invalid if tasks are communi-
cating. For example, a task needs to receive a message but that been allocated
to a network not connected to the processor the task is allocated to. Instead
of stopping these from occurring they are heavily penalised using the equation
below. If these allocations were removed from the search space it would become
more disjointed and there is a possibility that some good regions of the space
may be harder to reach.

num incorrect allocations

Jo = (11)

num allocations

where the number of allocations is the sum of the number of tasks and number
of messages.
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Figure 3: Cost of change as a distance measure

5.3 Measuring the Cost of Change to a System

In order to be able to minimise the cost of change when performing an upgrade, it
is necessary to derive a metric for it. The chosen method to do this is to consider
the difference between the current candidate configuration to fulfill the upgrade
requirements and the baseline configuration. The configuration of a schedulable
object, a task or message, is defined by an allocation to a processor and a
scheduling priority. It is possible to count the number of allocation differences
and number of priority ordering differences for all schedulable objects common
to both configurations. Since only changes to the baseline configuration are of
interest, new objects in the new configuration can be ignored. In the case of
priority changes, only ordering rather than absolute values are considered. This
allows any new tasks to be inserted at priority levels between existing tasks
without a cost as the priority ordering of existing tasks hasn’t changed. In
equation (12), tac is the number of task allocation changes, mac is the number
of message allocation changes, tpc is the number of task priority changes and
mpc is the number of message priority changes.

ajtac + asmac + aztpe + agmpce

fi0 = (12)

(5] + a9 + Qa3 + (6%}

In reality, allocation changes are more costly than priority changes which is
balanced using the weightings o, --- , ay.

It is possible to think of the cost of upgrading from a baseline configuration
to a new configuration as a distance [12] as suggested in figure 3. Equation (12)
does violate some of the properties of a distance function in that the distance
between non-identical configurations can be 0. This is the case when one con-
figuration is a subset of the other which can occur when, for example, some
new tasks are added but the configuration of all existing tasks is identical. An
alternative formula to that given in (12) would be to sum the squares of the
numbers of changes. Other equations for measuring the cost of upgrade should
be considered as future work.

The cost component pulls the search back towards the starting place. It
is worth considering whether the upgrade cost component should be ignored
once the distance between the configurations becomes too great. This would



represent the fact that an incremental update is possible but it is better to
create a new configuration that will be more flexible to further changes. The
point at which this should happen would change from project to project and is
a possible avenue for future work.

5.4 Combining the Cost Function Elements

The final cost of a system under a particular configuration is calculated as a
weighted mean of the cost components as shown in equation (13). Selecting
appropriate weighting values can be guided by the component classes identified
earlier. Those components which measure whether the solution is valid (equa-
tions (1), (2) and (11)) will be weighted highest. Equations (3), (4) and (5)
guide the search by preventing it from moving out more schedulable regions.
How highly these are weighted will affect how quickly the search stops; if they
are weighted highly, the search will stop soon after finding a valid solution oth-
erwise the search will spend longer looking to improve the desirable properties.
The sensitivity equations, (7) and (9), both guide the search towards a valid
solution and measure for desirable properties. Equations (6) and (12) are for
finding a more desirable solution only. Again, how these are weighted will trade
off how long the search takes to complete with the quality of the solution. If
they are weighted too highly, there is a risk that the final solution will be invalid.

COST = (13)
Dividing by the sum of the weights ensures that the simulated annealing algo-
rithm is not affected by absolute weighting values, only relative ones.

6 Scenarios As A Changeability Heuristic

A problem with using task sensitivity alone as a changeability heuristic is that
it does not focus on any parts of the system. In general, it is impossible to make
all of a system changeable. A future investigation could look at weighting task
scalability differently for different subsystems according to some probability of
change. That is, equation (7) is generalised to

ZieTASKS PiSENS;
num tasks

fr= (14)
where p; is the probability of task ¢ changing. However, to do this requires a
better understanding of change scenarios and a method of converting this into
a probability of change for a particular task.

An alternative suggestion is to apply a number of scenarios and calculate
the proportion of scenarios where requirements are met to those that are not
met for a particular configuration [5]. However, some issues have been identified
with this method. Firstly, if a scenario incorporates new tasks, there will be no
configuration information for those tasks so a question arises of how to allocate
and schedule the new tasks alongside existing tasks. To truly evaluate whether a
scenario could be met would require performing a search within the search over
the space of configurations for the new tasks. When a search may evaluate over



100000 solutions, this soon becomes infeasible and certainly would not scale to
looking at more than one level of future requirements as proposed in figure 1.

Another issue is that purely counting whether a scenario is met or not does
not give an accurate view of the system. Future scenarios are inexact in nature
and hence it is desirable to evaluate how close a configuration is to meeting a fu-
ture scenario. It may be impossible to meet a future scenario given the available
hardware but some configurations will come closer to meeting requirements than
others. Similarly, many configurations may be able to accommodate a future
scenario but some may do it in a more flexible way than others allowing for a
second tier of upgrades. Flexibility measures need to be applied to scenarios as
well as the current system. This leads to the conclusion that the cost function
presented in equation (13) should be applied to scenarios also.

The method chosen to incorporate scenarios into the task allocation tool is
to search for a global configuration that will simultaneously meet requirements
of several systems, one of which is the current baseline system and the others
are future scenarios. If different systems contain different tasks and messages,
only relevant parts of the global configuration are applied to that system. A
new cost value incorporating scenarios can then be calculated using

w1COSTy + --- + W,COST,

TOTAL_COST = ~ (15)

Zi:l Wi
where COST; is cost of system 4 obtained from equation (13) and N is the num-
ber of systems. The weightings ,Wi, ..., Wy are associated with the particular

system requirements becoming a reality. This results in a high weighting being
used for the current system with lower weightings for scenarios.

To clarify the method, consider the following example. The baseline require-
ments for a system contains 30 tasks. Two future scenarios are to be considered
when selecting a baseline configuration for these requirements. The first sce-
nario only increases worst case execution times of some of the thirty tasks. The
second scenario requires an additional two tasks as well as modifying some ex-
ecution times. The set of configurations to be used in the search space will
contain allocation and priority information for all 32 tasks and any messages
required. To evaluate the cost of using a particular configuration for the base-
line requirements and first scenario, information for the appropriate subset of 30
tasks will be selected from the configuration. To evaluate the cost of the second
scenario, all of the configuration will be used. At a particular point in the search
the cost of using a configuration on the baseline is 0.05, the first scenario has
a cost of 0.08 and the second scenario has a cost of 0.14. Giving the baseline
requirement the highest weighting, the total cost may be calculated as

300 % 0.05 4 50 % 0.08 + 30 * 0.14

TOTAL. T= =0.061
O COS 380 0.06

Note that in this example, the cost of change component in equation (12) would
not be used since we are creating a baseline specification. This component is
only used when a baseline configuration already exists to be used as a starting
point.

The weightings for scenarios could be based on probability of occurring or
how far into the future they are likely to occur. A requirement derived from a
phased development would be weighted higher than a desired but non-essential



feature which is unlikely to be implemented due to lack of available resources
in the foreseeable future. Future work may look into using different weightings
for different systems depending on the circumstances surrounding the particular
system requirements. However, as has already been acknowledged, there is some
difficulty choosing the weightings for a single cost function and selecting these for
many cost functions would require a more systematic method. The evaluation in
this paper uses a single weighting value for all scenarios which is low relative to
the weighting for the current system. It is intended to demonstrate whether the
method is successful in improving changeability and future work may be able to
optimise it by placing more consideration into choosing the search parameters.

This method elegantly allows tasks not present in the current system to
be configured using the existing heuristic search without requiring a nested
search. The number of cost function evaluations which includes scheduling and
scalability calculations increases linearly with the number of systems. Since
some moves in the search will now be devoted to configuring tasks not present
in the current system requirements, it may be necessary to increase the number
of iterations performed.

7 Evaluation

The evaluation approach was to take a set of system requirements and produce a
number of baseline configurations with and without scenarios. The flexibility of
each baseline was measured by attempting to upgrade to a number of different
scenarios and measuring the cost of upgrade using equation (12).

A number of experiments have been performed. Here, two smaller examples
are presented to demonstrate the method. Two experiments were performed
with two different sets of baseline system requirements. In the first experiment,
the hardware was highly utilised and the upgrade scenarios represented a small
system upgrade by increasing the worst case execution of the tasks in the range
of [20%, 30%). In the second experiment, the initial system had a much lower
utilisation and the scenarios added a number of tasks and messages as well
as modifying some execution times. The different styles of these experiments
are meant to represent realistic changes that might be introduced by a small
patch and a more major upgrade such as a mid-life update. In each experiment
4 sets of 3 scenarios were produced. Of these, 3 sets were used as training
scenarios to be used for generating baseline configurations. These represent
future changes that the baseline may need to cope with. The different sets of
training scenarios are used to create different baselines which anticipate different
changes. The fourth set was used as testing scenarios to evaluate the flexibility
of the different baselines configurations produced. These represent the actual
upgrade that occurs. These changes in the testing set vary in how much they
differ from the changes anticipated by the training sets.

The aim of the evaluation is two-fold:

e Validate the technique by ensuring that scenarios improve flexibility when
handling anticipated changes.

e Investigate whether scenarios improve general system flexibility for han-
dling unanticipated changes or whether using incorrect scenarios worsens
the cost of upgrade.
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Figure 5: Experiment 1 results of upgrading to second test scenario.

7.1 Experiment 1 - Small patch

The first experiment took a baseline system of 11 tasks to be distributed over
3 processors. Each set of training scenarios modified the worst case execution
time for 3 of the tasks, with a different 3 tasks chosen for each set. For a
particular set, the same 3 tasks were modified in each scenario but by different
amounts. Which task was modified can have a differing effect on the effort
required to meet the scenario depending on how close the task is to missing
its deadline. The test set was created by creating scenarios which modified
the same 3 tasks as the first set of training scenarios but by different amounts.
Therefore, baselines created using scenarios from the first set of scenarios should
perform better in handling the changes when the upgrade test is performed.
On the other hand, baseline configurations created from training sets 2 and
3 do not anticipate the changes the correctly so the cost of changing these
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Figure 6: Experiment 1 results of upgrading to third test scenario.



baselines to meet the test scenarios should be higher. All scheduling analysis
used distributed fixed priority scheduling[19] though the framework has been
designed to allow different analyses to be used as required.

In total 12 configurations were used as baselines for upgrading to each of
the 3 test scenarios. 3 baselines were produced without using scenarios. Any
difference in how these perform is due to random factors in the method and so
can be used to show how repeatable the method is. For each set of 3 training
scenarios, a baseline configuration was created using just the first training sce-
nario, two training scenarios and then finally for all 3. Training the baseline to
meet more scenarios increases the time required to create the baseline in the
hope that the baseline would be more flexible.

The results of the first experiment are shown in figures 4, 5 and 6. Each figure
shows the cost of upgrade to a different test scenario from each of the baselines
produced. The baselines produced with no scenarios are marked as none. The
baseline created with a single scenario from a training set is labelled as setz-0
where = denotes the training set. Baselines created using 2 or 3 scenarios are
denoted as setz-0,1 and setx-0,1,2 respectively.

Each of the figures show the results of upgrading to a different test scenario.
The results show that with all 3 test scenarios, use of the first set of training
scenarios, which anticipated the changes correctly, greatly reduced the upgrade
cost. There is a large variation in using baselines created from the other scenar-
ios. Figure 4 suggests that using scenarios does improve the overall flexibility.
However, figure 5 shows that, on occasion, it is possible for the baseline config-
urations trained with unanticipated scenarios to perform worse than the best
configuration produced without scenarios.

The results do not show a benefit from using multiple scenarios. However,
the multiple scenarios chosen all concentrated on a similar part of the system.
In these experiments, due to the size of the systems, only one part of the system
was chosen to be changed so that proportion of the system which was modified
was realistic. In larger systems, it would be expected that the requirements
would specify that two or three different subsystems should be optimised for
modifiability. In this case, an increased benefit from multiple scenarios is ex-
pected.

7.2 Experiment 2 - Major upgrade

The second experiment was performed in a similar manner to the first with 3
sets of training scenarios and a set of test scenarios. In this case, the baseline
system only contained 7 tasks distributed over 3 processors, allowing more room
for expansion. For each scenario, 5 tasks and 3 messages were added as well
as some execution time changes. Within each set of scenarios, the same tasks
and messages were added but with different execution time changes. The tasks
and messages added differed between each set of training scenarios. The test set
added the same tasks and messages as the first set of training scenarios but with
differing execution times. Therefore, as in the first experiment, we expected the
baselines produced with the first set of training scenarios to perform best with
respect to minimising the cost of the upgrade.

Figures 7, 8, 9 show the results for experiment 2. The baselines are labelled
in the same way as the first experiment. In general they confirm the pattern
found in the first experiment. When the changes are correctly anticipated, the
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scenarios clearly improve the cost of upgrade. However, with the unanticipated
changes the results are more variable. In some cases, the baselines trained with
incorrect scenarios performed better than those with correct ones. However, in
the majority of cases, the baselines created with scenarios for both correctly
anticipated and incorrect changes perform better than those without.

7.3 Further Experiments - Showing The Effects Of Scala-
bility

Further measurements were made based on this second experiment. Some base-
lines were produced without using the general task and message sensitivity cost
components described in equations (7) and (9). Not using these components
has a number of implications. Firstly, it is more difficult for the search to dif-
fer between unschedulable solutions as these components calculate how much
execution times need to reduce to make an unschedulable meet its timing re-
quirements. For schedulable systems, the search is unable to differ in quality
between two schedulable systems. This makes it more difficult for the search to
converge and becomes more of a random search. The advantage of not using
sensitivity analysis is that the current method is very computationally intensive.
Maximum task execution times are determined using a binary search and the
whole system has to be scheduled multiple times for each task to calculate these
values.

Our experiments show that the cost of change from baselines produced with
no sensitivity analysis and no scenarios approximately doubled to 0.28 over the
baselines produced using no scenarios but with sensitivity analysis. The time
required to produce the baselines decreased to a time of less than 30 seconds
compared to several minutes for the comparative baselines produced with sensi-
tivity analysis. As the search space is exponential in the number of tasks, scal-
ability of the method must be considered. To deal with large systems, further
work will look at methods which mix searching with and without scalability
analysis to meet a compromise between performance and quality of solution.
Also, it may be possible to improve performance of the scheduling analysis at
the expense of some fidelity.

8 Conclusions and Future Work

This work has brought together the fields of scenario based analysis and auto-
mated evolutionary design. Scenario based analysis is usually performed as a
series of meetings and manual changes to the architecture. However, as long
as quantitative measures for the quality attributes can be defined, traditional
methods can be used to elicit the scenarios but then applied to an automated
tradeoff environment. It is hard to predict future changes exactly so it is im-
portant to be able to handle variations on the anticipated changes.

The space of possible design solutions must also be well defined. The work
presented here assumes some high level architecture decisions have already been
made in order to reduce the design space to an allocation and scheduling prob-
lem.

The method presented increases the flexibility of a system design by attempt-
ing to meet future requirements defined in scenarios at the time of designing



the baseline solution. This allows scalability to be targeted at relevant parts
of the system and traded off with scalability of other subsystems. A simple
metric has been devised for measuring the cost of upgrade by counting changes
in allocation and priority ordering. More investigation is needed to make this
more accurately correspond with actual cost of change. When the changes made
match the anticipated changes, the method successfully reduces the cost of up-
grade, often to requiring no changes to the original baseline. Creating baselines
with unanticipated changes often also helps with coping with change. However,
the results are more variable and occasionally produce worse results than not
using scenarios due to the flexibility being targeted at the wrong areas of the
system. A large number of weightings and parameters are included within the
cost function so that the method can be tailored to different problems.

There are a wide variety of ways in which the future research can be devel-
oped. A few are listed below:

1. Definition and prioritisation of scenarios, not just to make a more flexible
solution but also to improve the scalability and effectiveness of the search.

2. Taking full consideration of problem specific knowledge improve the effi-
ciency and effectiveness of the search. This includes systematic methods
for selecting the large number of search parameters and weightings.

3. How the effect of changes can be contained differently for specific parts of
the design. For example, some sub-systems being more constrained than
others.

4. Whether the search algorithm can be parallelised.

5. Applying the approach to other problem domains and properties, e.g.
power consumption / dissipation and space.

6. How different computational models can be used to balance speed and
accuracy, possibly changing the model for different stages of the search.
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